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Abstract

We explore the requirementsdesign, and implemen-
tation of the TrustedBSD MAC Framevork. The
TrustedBSDMA C Framavork, integratedinto FreeBSD
5.0, providesaflexible framework for kernelaccesgon-
trol extension, permitting extensionsto be introduced
more easily andavoiding the needfor direct modifica-
tion of distributedkernelsources.We alsoconsiderthe
performancempactof the Framavork on the FreeBSD
5.0kernelin severaltestervironments.

1 Introduction

Accesscontrol extensionshave proveda fertile field for
operatingsystemsecurityresearctover the pasttwenty
years: a variety of methodshave beenemployedto ex-
tendthe systemaccessontrol policy at greatcostto the
developersmaintainersand usersof the extendedsys-
tems.Mostof approache® securityextensionfall short
two vital areas:lack of supportby the operatingsystem
vendorfor variousproviders of security extensionson
the system andthe highly redundantmplementatiorof
supportinfrastructurefor securityextensionproviders.

The TrustedBSD MAC Framevork included in
FreeBSD5.0 provides a generalfacility for extending
the kernelaccessontrol policy [8][18]. By providing
commonsecurityinfrastructureservicessuchaskernel
objectlabeling,andthe ability to instrumentkernelac-
cesscontroldecisionsthe Framavork is capableof sup-
porting a variety of policies implementedby different
vendors. This paperexploresthe design,implementa-
tion and performanceof the MAC Framavork, aswell
asits impacton policy designandthe FreeBSDkernel
architecture.
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2 The Desire For Access Control Exten-
sions

FreeBSDsenestwo primary markets: it is botha con-
sumer operatingsystemand a technology sourcefor
third party operatingsystemsor high-end embedded
products. FreeBSDis directly employed as a produc-
tion sener andworkstationoperatingsystemon main-
streami386, Alpha, and SFARC64 hardware. In the
high-endembeddedmarlket, it is usedas the basisfor
network andstorageappliancedevicessuchasfirewalls,
network-attachedstorage,and VPN devices; it is also
usedas a technologysourcefor third party operating
system,ncluding Apple’s Mac OS X Darwin kernel,as
well asby otheroperatingsystenvendors.

In thesethreeroles, FreeBSDis deployedin a wide
varietyof environmentsyangingfrom electroniccheque
processingand point of saledevicesto web clusterde-
ployment, firewall, and routing appliances. Each of
theseervironmentshasdifferentsecurityrequirements,
often requiring flexibility beyond that provided for by
thetraditional UNIX securityprotections.Especiallyin
embeddedetwork environments the requirementgan
rangefrom simpleoperatingsystemhardeningo thein-
troductionof mandatoryandfine-grainedsecuritypoli-
cies.

3 Access Control Extension M echanisms

Securityresearctanddevelopmentiteratureis rife with
approache achieving operatingsystemaccesgontrol
extensionwith (andwithout) the help of the operating
systemvendor Traditionaltrustedvariantsof commer
cial UNIX operatingsystemshave beenwritten by the
vendorin responsdo the needsof specificconsumers
(suchasUS DoD) [12][5][9][10]. Typical practicehas
beento maintainadistinctionbetweerthebaseOSprod-



uctandthetrustedvariantin termsof maintenancegyrod-
uct identification,andprice. In addition,therearethird
partyvendorsvho developandmarkettrustedoperating
systemextensionspftenin closecoordinationwith the
OSvendor[3. Finally, thereis a broadrangeof access
controlresearclacrossmary operatingsystemsandper
formedin mary forms[7] [14] [16]—most frequently
thiswork is performedon opensourceoperatingsystems
dueto readyaccesdo operatingsystemsourcecode.

In orderto successfullymaintaina securityextension
productfor anoperatingsystemaccesgo the operating
systemcodeis typically required,be it an opensource
systempr licensedrom theclosedsourcevendor Prod-
uctmaintenanceaisesa numberof challengesnotleast
the challengeof trackingthe operatingsystenvendors
primary productlife cycle, which is frequentlyincom-
patible with the developmentcycle requiredfor high
assuranceroducts. Many practicalimpedimentsalso
presentthemseles: security extensionshave their fin-
gersdeepin the heartof the operatingsystem,touch-
ing almostall elementsof the kernelsourcecode. Lo-
cal securityextensionsinvariably conflict with vendor
provided security patches,as well as vendorprovided
featureimprovementsover the OS developmentcycle.
In addition,securityextensionsfrequentlyconflict with
oneanotherif deployedin parallel,leadingnot only to
potentiallyinconsistenipolicy behaior, but also possi-
ble bypasf protectiongprovidedby oneof thepolicies.
Direct sourcecodemodificationof the vendoroperating
systempresentamary challengedo security extension
authors.

In the past, researchhas been performedon how
to most easily extend operatingsystemsecurity poli-
cies, including into system-callinterpositiontechnolo-
gies such as LOMAC [6], Generic Software Wrap-
pers[7], andsystracg[13], extensiblesecuritymecha-
nismssuchasthe GeneralFrameavork for AccessCon-
trol [1] andFLASK [16]. Many of theseextensiontech-
nologies, especiallytheseusing systemcall wrapping
techniquesfall down in the faceof modernUNIX op-
erating systemkernelswhich supporttrue kernel and
userprocesarallelismin SMPenvironmentsandfine-
grainedthreadingof userprocessesPreventingracesn-
herentto systemcall wrappingis difficult, andmostsys-
tem call wrappersecuritytechnologiesare susceptible
to at leastoneof a classof relatedvulnerabilities. Any
successfuéxtensiontechnologyfor contemporarnpper
atingsystemsnustbedesignedvith thenotionthatSMP
andthreadingarerealities,and mustbe well-integrated
into the kernellocking mechanisms.

4 Motivationsfor MAC

Mandatory AccessControl (MAC) describesa broad
classof accesgontrol policies;in this context “manda-

tory” refersto the mandatoryimposition of the policy

on non-administratie users. Popularmandatorypoli-

ciesincluding Multi-Level Security (MLS), which en-
forces mandatoryprotectionsbasedon administrator
definedconfidentialitylabels,Biba integrity, which en-
forces systemand user data integrity properties,and
Type Enforcementwhich permitsthe administratorto

define subjectdomains,object types,and usea policy

languagdo controlaccesseto objectsandothersystem
properties.

Trustedoperatingsystemstypically provide two or
more mandatorysystempolicies: almostall provide
MLS for userdataprotection,but mary alsomake use
of the Biba policy to protecttheintegrity of the Trusted
CodeBase(TCB). The TrustedBSDProject,in seeking
to provide accesgo trustedoperatingsystemfeatures,
provides several MAC policies for usewith FreeBSD;
the challengesassociatedvith this work include intro-
ducingthe servicessecurely and without substantially
impactingthe performanceand reliability of FreeBSD
installationsnot takingadvantageof thesenew features.

5 Framework Design and I mplementation

The TrustedBSDMA C Framavork permitsaccesson-
trol policy modulesto be loadedinto the FreeBSDker-
nel, providing atightly integratedsecurityextensionve-
hicle. In orderto addresshe problemddentifiedin Sec-
tion 3 thereareseveral high-level goalsfor thedesign:

e Permitdynamicextensionof thekernelacceson-
trol policy.

¢ Isolatethelogic of accessontrolpoliciesfrom the
implementationof kernel services,permitting the
implementation®f servicesto be more mobilein
the faceof extensionsandreducingOS life cycle
issuedor policy developers.

e Permit multiple policies to be loaded simultane-
ouslywith someusefulnotionof composition.

¢ Reducethe redundantinfrastructureimplementa-
tion efforts of policy writers by providing support
for commonpolicy infrastructurerequirements.

o Integratetightly with thekernellockingandthread-
ing mechanismgo provide correctnessand high
performancen modernkerneldesigns.

5.1 High Level Design

The MAC Framevork is madeup of a numberof ker
nelanduserspaceelementslin thekernel,existing ker-
nel servicesare modified to add data structureexten-
sionsandentry pointsto the MAC Framavork, central-
izedmanagemenf labelstorageregistrationandman-
agementof security modules,a seriesof systemcalls
and sysctlsto permit applicationsto interactwith la-
belsand managethe framework, anda seriesof access
policy modulesthat may be compiledinto the kernelor



loadedvia loadablekernelmodules.In userspacesev-
eralnew C library interfacesprovide accesgo central-
izedlabelconfigurationvia mac. conf , andchangedo
thel i buti | userclassandsecuritycontext manage-
mentcode. Commandine tools permit usermanipula-
tion of file andprocesdabels,andmodificationgo stan-
dardadministratve toolsmanagesystemlabels.

e
e -
=

Kernel
Services

User
Applications

MAC Policy
Modules

Figurel: High Level KernelDesign

The MAC Frameavork addressea numberof needsn
accesgontrolandextensionimplementation:

¢ Policiesareencapsulateth kernelmoduleswhich
may belinkedinto the kernel,loadedaspartof the
boot processor loadedat run-timein responseo
ervironmentalrequirements.

e Policies are permittedto augmentkernel access
control decision;sufficient locks to accessmpor-
tant elementsof checkarguments,suchas object
referencesareguaranteedo beheld.

e The MAC Framavork provides a policy-agnostic
labelingservicepermittingpoliciesto maintainad-
ditional meta-dataon a variety of systemobjects.
Well-defined locking semanticsare provided for
objectlabels,and existing locks on kernelobjects
typically alsoprotectany labelsin the object, per
mitting atomic checksof both labelsand existing
object propertieswithout additionallocking over-
head.

e Policiesmay back labelsinto persistentextended
attributesprovided by UFS and UFS2, permitting
labelsonfile systemobjectsto be maintainedwvhile
they arenotin thein-memoryworking set.

e When multiple policies are loaded, their access
control decisionsare usefully composed,where
the definition of “useful” is that resultsare well-
defined,may be reasonedbout,andaredesirable
in the context of a numberof relevantpolicies.

e Policiesmay make useof a policy-agnosticlabel
managemenhPI to export accesdo label datato
userprocessesaswell aspermitthe management
of thoselabels.

5.2 Kernel Services and Objects

The MAC Framavork enforcespolicy over a variety of
kernelsubsystemandobijects,ncludingsystemconfig-
urationinterfacesprocesseshefile system|PC prim-
itives, and the network stack. In general,two classes
of modificationswere madeto existing kernel service
providers. First, servicesare modifiedto invoke MAC
Framevork entrypointsduringobjectmanagementver
the courseof objectlife cycles,andwhenimportantac-
cesscontrol eventsoccur  Second,a numberof ker-
nel datastructuregepresentingecurity-releantobjects
were modified to include a label structureintendedto
hold extensiblesecurityinformation.
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Figure 2: MAC Framevork: Integrationinto Kernel
Components

5.3 Entry Points

MAC Frameavork entry pointinvocationsarecondition-
ally compiledinto kernelsubsystembasedon the con-
figuration parameteropt i ons MAC. Several classes
of entry points exist, including label management,
event notification, decisionfunctions, and accesscon-
trol checks.All entry pointsacceptcontextual informa-
tion; typically this includesa subjectprocessredential
anda seriesof asobjectsobjectlabelpointers,andcall-
specificargumentssuchas signal numbersor blocking
disposition.

Someentry points,suchasaccessontrol checksre-
turn error values;other notificationentry pointsare as-
sumedalwaysto succeed.Frequently a set of related
entry point invocationswill be madearoundcomplec
operations:for example,accesscontrol checksare re-
quiredto createa new objectin the file systemnames-
pace.Likewise,whenlabel modificationsoccur, a two-
phaseommitis performedoy theFrameavork to confirm
thatall policieswill permittherelabel,andthento notify
all policiesto performthe actualoperation.

Entry pointsarecurrentlyfoundin the cross-filesys-
temVFS code,device file systemmount/umountode,
protocol-independerdoclet calls, pipe IPC code,BPF



paclet sniffing code,IP fragmentreassemblylP soclet
sendand receie code, network interface transmission
and delivery, credentialand processmanagementode
(including delugging, scheduling signaling,and mon-
itoring interfaces),kernel environmentalvariableman-
agementkernel module managementperarchitecture
systemcalls, swap spacemanagementanda variety of
administratveinterfacessuchastime management\FS
service,sysct | (), andsystemaccounting.Theseen-
try pointspermitpoliciesto augmentsecuritydecisions
in avarietyof forms.

54 Labes

While somesystemhardeningmodelsemploy existing

subjectand objectinformation (UNIX credentialdata,
file permissions,..) a numberof importantmandatory
policies require additional subjectand object labeling.
For example,the MLS confidentialitypolicy makesde-

cisions basedon subjectand object sensitvity labels:
subjectsare assignedclearancesand objects are as-
signedclassifications Whenpoliciesrequireadditional
labels,the MAC Frameavork supportsthem througha
policy-agnosticlabeling primitive, which permits poli-

ciesto tag kernelobjectswith informationrequiredfor

policy decision-making.
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Figure 3: MAC Framevork: Policy-Agnostic Label
Storage

The label structurestoredin kerneldatastructureds
maintainedby the MAC Frameavork: basedon the life
cycle of thedatastructure the Framavork providesper
objectentry pointsfor memoryinitialization, objectal-
location,andobjectdestruction.Thelabelstructurecon-
sistsanarrayof slots,eachproviding aunionof avoi d
* pointerandal ong; slotsareallocatedto policiesre-

quiring labelstoragefor usein apolicy-specificmanner
Policy writers might chooseto store an integer value,
allocate perlabel memory or make use of referenced
structuresrelying on the initialization and destruction
calls to maintainreferencecounts. Initialization calls
will often be usedfor memoryallocation,andin some
casesa blocking dispositionwill be passedasan argu-
mentto the call indicatingwhetherblocking allocation
is permitted;in thesecaseghe initialization call is per
mittedto returna memaoryallocationfailure, which will
aborttheallocationof the object.

Label storageis currently provided in the following
kernelobjects:BPFdescriptorsprocesgredentialsde-
vfs directoryentries network interfaces|P fragmentre-
assemblyqueueqIPQ), soclets, pipes,mhufs, file sys-
tem mount points, processesand vnodes. A blocking
dispositionis provided for mbuf, soclet, and IPQ ini-
tialization;if afailureoccursduringlabelallocation,the
mbuf andsocletallocatorcodewill returnamemoryex-
haustiorfailureto theconsumerUnlike mostotherker-
nel objectsmemoryto hold the mbuf labelis not stored
within the mbuf structureitself: instead,it is storedin
an m_tag hung off the mbuf heademm_tag chain. Tags
to hold MAC datawill be allocatedonly whenpolicies
requiring MAC labelson mbufs arepresentin the sys-
tem. This permitsimprovednetwork performancef the
MAC Framevorkin scenariosvhereflexible accesgon-
trol is required but wherembuf labelingis not.

Additional supportfor persistentabel storageis pro-
vided by ary file systemsupportingextendedattributes,
including UFS1 and UFS2; while policies can deter
minewhetherandhow theattributesareboundto policy-
specificlabels,the Frameavork constructdransactionso
read, write, and cachevnodelabelson supportingfile
systems.

This flexibility supportsa wide variety of behaiors
requiredfor mary interestingand usefulaccessontrol
policies.

5.5 Composition

Hardenedr trustedsystemsrefrequentlyshippedwith

anumberof active (andhencecomposedyecuritypoli-

cies.For example mary traditional“trusted” UNIX sys-
temsinclude the standardJNIX accesscontrol model,
local discretionaryextensionsto that model (such as
ACLs), the Multi-Level Security (MLS) confidential-
ity model protectinguser data, and the Biba integrity

modelprotectingthe integrity of the TrustedCodeBase
(TCB) [3] [4]. Likewise, locally maintainedsecurity
extensionsarefrequentlydeployedin combinationwith

existing systemsecuritypolicies,forming cohesve (and
ideally stronger)protection.As the MAC Framevork is
intendedo assistvendoran combiningsecuritycompo-
nentsto be deployed in a variety of ervironments,the



MAC Framevork supportsthe simultaneousdoading of
severalmodules.While it maynotbe possibleto coher
ently (or even safely) composeall accesscontrol poli-
cies,the MAC Framavork providesa simple composi-
tion model that has proven useful in existing shipped
systems:rights intersection. This compositionlargely
maintainsandassumegdependencbetweertheactive
policies,composingheir behaiors only for two classes
of operations:

o Accesscontrol checks. A precedenceperatorcom-
posegheresultsof anaccessontrol decision;the
practicalimpactof this approacthis thatif ary pol-
icy deniesaccesso anobjector operationthenthe
MAC Framevork will returnanaccesslenialto the
kernelservice. However, the precedenceperator
alsohastheeffectof sorting“Object notfound” er-
rorsbefore“Accessdenied”errors,providing some
usefulprecedencbéehaior wheninformationflow
policiesarepresent.

e User label requests. Policiesarepermittedto dery
accesdo relabelobjectseven if the label change
requestpertainsonly to label elementamaintained
by otherpolicies. This hasutility in a numberof
situations,includingin the following example: the
Bibaintegrity policy mayforbid thechangingof an
MLS sensitvity labelon a high integrity objectby
alow integrity subject,sincethe changingof a la-
bel might constitutean informationflow operation
from the perspectie of the Biba policy.

The samecompositionmodel is employed to com-
bineresultsfrom the natve UNIX accessontrolmodel
andarny modelsaddedusingthe MAC Framevork. Cur
rently, thetaskof determiningwvhethertwo policiesmay
be safelycomposeds left to the systemdesigneror ad-
ministrator a reasonableequirementfor mary of the
deployedervironmentsof interest.

5.6 Policy Modules

Policiesaretypically encapsulateéth a kernelmodule,
althoughthey may alsobe directly linked to the kernel.
Policy modulesconsistof several elements(someop-
tional):

e Configuration. Optional configurationparameters
for thepolicy.

e Policy logic. Optional abstractedand centralized
implementatiorof thepolicy’saccesgontrollogic.

e Labeling. Optional supportfor initializing, main-
taining,anddestrging labelson selectedbjects.

e Label APIs. Optional supportfor userprocessn-
spectionandmodificationof labelson selectedbb-
jects.

e Accesscontrol. Implementatiorof selectechccess
controleventsthatareof interestto the policy.

e Policy events. Optionalimplementationof policy
initialization anddestructiorevents.

e Declaration.Declarationof policy moduleidentity,
policy moduleproperties,andregistrationof rele-
vantpolicy operations.

5.7 Application Interfaces

The MAC Framavork providessupportfor a numberof
classe®f security-avareapplicationsjncluding policy-
agnosticor policy-aware labeling tools, and the lo-
gin/usercontext managementontext routines. This is
possibledue to the policy-agnosticlabel management
library and systemcalls, which allow applicationsto
dealwith MAC labelsandelementsn anabstraciman-
ner. The following functionsare available to applica-
tionslinkedagainstheC library:

Retrieve the label of current or arbitrary process;
set the current processlabel. nac_get _pid(),
nmac_get _proc(),nmac_set _proc().

Get and set file or pipe label by file descriptor
mac _get fd(),mac_set fd().

Getandsetfile label by path;optionally follow sym-
bolic links. mac_get file(), macset file(),
mac_get | i nk(),mac_set Iink().

Executea commandand atomically modify the pro-
cesdabel.mac _execve() .

Policy-specific system
mac_syscal | ().

Testfor thepresencef theMAC Framavork or aspe-
cific policy mac_i s_present ().

Corvert labels to and from human-readableext
mac_fromtext(),mc_totext().

Allocate storage for a label appropriateto hold
the specified label elements, or for a specific
object based on system default label elements
nmac_prepare(), nac_preparefile_l abel (),
nmac_pr epar e f net | abel (),
nac_pr epar e_process_l abel ().

Release storage associated with a
mac_free().

To supportatomic changeof label with execution
events, mac_execve() providesan extensionto the
existing execve() systemcall acceptinga requested
target label. This is required to supportthe ex-
ecve_secure() functionality usedby the SEBSD
portof FLASK/TE to FreeBSDfrom SELinux[11].

In addition, a generalsecurity policy entry point,
mac_security() isprovidedsothatpoliciesmayex-
tendthe setof systemserviceswithout allocatingnew
systemcall numbers.

call multiplexor

label

6 Login Context Management

Many labeledaccesscontrol policies assignuser pro-
cesslabelson the basisof the identity of the userand



propertiesof the useraccount. Frequentlythis is per

formedin arole-basednannerwherea setof available
rolesis assignedo a user andthenthe usermay select
their active role from amongthe availableroles. This
assumeshe ability to assignaninitial label during the
login processor whenactingon behalfof the user and
thenthe ability to supportconstrainedmodification of

the label basedon the initial login configuration. The
MAC Frameavork userprocesdabeling APls are suffi-

ciently flexible to supportthis behavior.

For an initial passat supportingautomaticlabeling
at login, we extendedthe existing BSD login class
databaseThenast er . passwd(5) assignoneclass
to eachuser;a classmay be sharedby mary users,and
includesinformationsuchastheresourceestrictiongor
theuser login andaccountingpropertiesgtc. We intro-
ducedtwo new fields:

| Identifier |
label

Description |

Thetext form of the
labelto beassignedo
userprocesseaspart

of thecontext managemen
process.

Thelabelto assignto
theuserstty

ttylabel

Theexistingset user cont ext ( 3) interfaceis ex-
tendedto supporta new flag LOG@ N_.SETMAC, indicat-
ing that the MAC label should be set as part of the
login process. This flag is also implied by the LO-
G NLSETALL flag usedwidely acrosgprogramssetting
usercontets. Procesdabelingtools, describedn the
next section,may then be usedto updatethe process
label subjectto policy constraints. By instrumenting
this one function and its relevant consumerswe were
ableto easilymodify mostkey systemdaemonsandap-
plicationsto recognizethe new processproperties,in-
cludingsendmail(8)cron(8),login(1), su(8),ftpd(8),in-
etd(8)andothersmakingthechangeselatively low im-
pact. In the future, we may divorce the label selection
databasdrom the classdatabasédor the purposeof im-
provedmanagementyut this would not requirechanges
to theusercontext API.

7 Application Integration

As mostof theextensiongoliciesof interestaremanda-
tory policies,mary applicationghathave specificadap-
tation to the systemdiscretionarypolicy do not require
changedor MAC. This occursbecausebjectscreated
by processesvill have labelsautomaticallydetermined
basedon the processlabel or other processproper
ties,ratherthanasapplication-preidedarguments.The
TrustedBSDMAC implementationships with several
tools to permit usersto inspectand maintainlabelson

objects,including:

| Program]|
getpmac
setpmac
getfmac
setfmac
setfsmac

Description |

InspectprocesMAC labels
SetprocesdMAC labels
Inspectfile MAC labels
Setfile MAC labels

Setfile MAC labelsbased
on aspecificatiorfile

In addition,thefollowing utilities werealsomodified
to inspectandsetMAC labels:

| Program| Description |

ifconfig | Inspectandsetinterface
labels

ps Inspectprocesdabels

Is Inspectfile labels

Furtherextensionscould easily be madeto applica-
tions suchasthe KDE file systembrowser Konqueror
to displayandmanagdabelson file systemobjects.

8 Sample Policies

FreeBSD5.0 shipswith a numberof samplepolicies—
mary appropriatdor deploymentin productionsystems.
Thesedemonstratesomeof the scopeof the capabili-
ties of the MAC Framavork, rangingfrom very simple
un-labelednter-proceswisibility protectiongo fully la-
beledpolicy ervironmentssuchasType Enforcement.

e nmac_bi ba. Fixed-labelhierarchalBiba integrity
policy with compartmentsassignsntegrity labels
to all systemsubjectsand objects, then enforces
aninformationflow policy basedon limiting read-
down andwrite-up operations.

e mac_bsdext ended. File systemfirewall, main-
tainsanaccesxontrolrule list expressedn terms
of UNIX credentials,file owners, and operation
masks.

e mac.i f of f. Interfacesilencingpolicy, prohibit-
ing unauthorizedoutput on network interfaces—
appropriatefor usein ervironmentswhere silent
monitoringis required.

e mac_| omac. Floating label hierarchalBiba in-
tegrity policy basedon the “Low watermark”
schemg[7]: assignsintegrity labelsto all system
subjectsandobjects,preventingwrite-up andforc-
ing a subjectdowngradeon read-davn.

e mac_m s. Fixed-labelhierarchalMulti-Level Se-
curity confidentiality policy with compartments:
assignsensitvity labelsto all systemsubjectsand
objects,then enforcesan information flow policy
basedon limiting write-down and read-upopera-
tions.



e mac_none. Stubpolicy providing prototypesfor
all policy entry points—astarting point for new
policies.Also usefulfor raw performanceneasure-
mentswithout the costof labelingandaccesson-
trol events.

e mac_partition. Simplelabeledsystemparti-
tioning policy, in which processesire assignedo
systempartitionsandvisibility of processess lim-
ited basedn thelabelof aprocess.

e mac_port acl . Add accesgontrolliststo control
explicit IPv4 andIPv6 soclet binding by protocol,
port,anduid or gid.

e nac_seeot her ui ds. Simple systempartition-
ing policy, in which processvisibility is limited
basednthe UNIX credentiabf aprocess.

e nac_t est. Policy to exercisethe MAC Frame-
work aswell astestits invariants.Checksto make
surethe MAC Framavork is correctly managing
the labelson objects,and instrumentingappropri-
ateaccesgontrolchecks.

e sebsd. Portof the SELinux FLASK andTE im-
plementationso FreeBSD providing accesgo the
FLASK security abstractions,Type Enforcement
implementation.and adaptationof a maturesys-
tempolicy.

A broadscopeof policies may be implementedus-
ing the MAC Framavork; the Framavork is structured
sothatpolicy authorsmay selectwhat performancese-
curity, and functionality trade-ofs they wish to make
in policy design,augmentinghe systempolicy in ways
thatreflectlocal requirementsThisflexibility makesthe
MA C Framevork ausefultool in abroadvarietyof ervi-
ronmentsreflectingthe variety of deploymentscenarios
in which FreeBSDis used.

9 Performance Results

Threeimportantperformancegoalswere keptin mind
during the designand implementationprocessfor the
TrustedBSDMAC Framevork:

e Minimize performanceémpactof the MAC Frame-
work on systemswhereit is disabled.

e Minimize the overheadf the MAC Frameavork on
systemsawhereit is enabledandpossiblyin use.

e Permit policy authors to make perfor
mance/security/compkity trade-ofs local to
their policy basedon the requirementsfor the
policy.

In this section,we explore someof the issuesas-
sociatedwith performancemeasurementf the MAC
Framevork. The Framevork is currentlyintegratedinto
the FreeBSD5.0-CURRENTdevelopmentbranch—as
aresult,currentperformancemeasurementare usedto
guide the developmentprocessand explore the even-

tual impact, ratherthan representindinal performance
results. Substantiakffort hasnot yet beeninvestedin
fine-grainedperformancetuning, althoughinitial mea-
surementsuggesperformanceavell within the bounds
of acceptability

For eachtest, we considerseveral kernel configura-
tions:

¢ GENERIC:Base-linekernelwithoutMAC support.

¢ MAC: Kernelcompiledwith MAC support,but no
active securitypolicies.

e MAC_NONE: One active “stub” policy, imple-
menting all entry points but without additional
locking or logic.

e MAC_BSDEXTENDED: One active “file system
firewall” policy, implementingfile systemaccess
controlentrypointsandmakinguseof alockedpol-
icy.

e MAC_BIBA: One active mandatoryintegrity pol-
icy, implementingcomprehensie labelingandac-
cesscontrolentry pointsfor all systemobjects.

The GENERICkernelpermitsusto explore baseline
performancesa controlfor otherconfigurationsMAC
teststhe overheado simply include extensiblesecurity
supportin thesystemwith nopolicies. Thethreesample
policiesallow usto considerthe overheadof enteringa
policy modulefor eachentry point (MAC_NONE), the
costof unlabeledile systemprotectionsusingalocked
policy (MAC_BSDEXTENDED),andthecostof afully
labeledsystemintegrity policy touchingmostaspectof
systemoperation(MAC_BIBA).

Thesetestswererun on a FreeBSD5.0-CURRENT
system from the trustedbsd_mac development
branchfrom lateMarch,2003;testswererunonasingle-
processor800MHz Intel PIII systemwith 128mb of
memoryandATA 7200rpm20gbharddisk. For file sys-
temrelatedbenchmarkingall writablefile systemavere
recreatedusingthe samegeometrybetweentestssince
file systemagingeffectsarenotof interestor thesdests;
rebootsoccurbetweeneachtestto flush storage-related
cachesandresetslaballocatorandmbuf allocatorstate.
All file systemsuse UFS2for high performancemeta-
datastorage.

9.1 Kernel Compile Throughput

In the buildkerneltest,we performa macro-benchmark
focusedon systenmthroughputrelying on effective CPU
utilization, /0O performanceandfile systemmeta-data
performanceln this test,a FreeBSDkernelsourcetree
is configuredand built without modules(to reducethe
I/O throughputdependeny); time is measuredn wall
clock durationfrom start to finish. Lower execution
timesarepreferredjndicatinghighersystemthroughput
in completingthetask.



Theresultsof this testdemonstrate small but mea-
surableperformancehangeg(0.1%)with MAC support.
A slight relative increasein costfor the BSD/extended
policy maybetheresultof acquiringa policy lock in or-
derto processanaccesgontroldecision;however, there
is no statistically significantdifferencein performance
betweerthe variousMA C policiesandthe basecostof
the MAC Framavork; UFS2 providesfor high perfor
manceabelaccesgor the Biba policy.

9.2 Network Performance

The MAC Framavork introducessecurity label struc-
tures into a variety of system data structures; of
these,struct nbuf may be the mostperformance-
sensitve. The nbuf structureprovides for optimized
network managementand hasbeenthe subjectof sub-
stantial prior performancework, providing optimized
paclet constructionand parsing,copy-on-write seman-
tics, zero-coly semanticsand fragmentationmanage-
ment. From the perspectie of MAC policy modules,
only headembuf sareof interest,asthey representhe
headerfor a network paclet or datagram. In our first
passimplementation,we inserteda st ruct | abel
directlyinto thempkt hdr datastructureastheimple-
mentatiorevolved,themt ag meta-dataervicebecame
available on FreeBSD;this servicepermitschainingof
arbitrarymeta-dataontonbuf headersvithout modifi-
cationof thebasestructure.

Inthempkt hdr approachall kernelspayamemory
overheador labelingsupport,althoughkernelswithout
opti ons MAC do not pay the label life cycle costs.
With themt ag approachpnly kernelswith opt i ons
MAC pay the memory overhead,althoughwe presup-
posedthat therewould be a higher costfor usingtags
for label storagedueto greateradministratve overhead
in maintaininglists andallocatingstorage.To optimize
the mt ag approachwe implementedazy tag alloca-
tion: tagsareonly allocatedto hold label datawhena
policy expressednterestin labelingmbuf headers.

We considertwo tests from the net perf suite:
UDP_RR and UDP_STREAM which respectrely testthe
pertransactiorcostof a Request/Recee RPC,andraw
network throughput.Therequest/respongestmeasures
the throughputof the systemrelative to synchronous
one-bytepaclketsbetweeraclientandasener, andis in-
tendedto measurehe performancampactof a change
in termsof numberof pacletstransfered. The stream
testusesalargerpacletsizeanddoesnot synchronously
wait for aresponséeforecontinuing,generallymeasu
ing the performanceémpactof a changen termsof data
transferred.

In Figure5, the performancecostperpacletis illus-
trated:theintroductionof MAC supporiproducegsmea-
surablechange;dependingon the strateyy for labeling

mbufs, that changevariessubstantially With inclusion
of thelabeldirectlyin thembuf headeran11.5%perfor
manceoverheads acceptedor enablingMAC support.
Adding the stub policy increaseghat costto 12.2%;
addinga complex labeledpolicy performing perlabel
memoryallocation,suchasBiba, increaseshatdropto
14.9%o0f the GENERICpacketthroughput.

With lazy m_taglabeling,the performancerade-of is
changedthecostof introducingMAC is 4.8%(substan-
tially lessthanusingmbuf headers)with a stub policy
implementingmbuf labelentry pointsbut not allocating
labels,that costincreasego 8.5% (alsolessthan mbuf
headers). However, performancewith a Biba perfor
manceis reducedby 17.1%,shaving anincreasedost
for heavily labeledpoliciessuchasBiba.

The secondset of trade-ofs bestfits the needsof
the TrustedBSDProject: minimize overheador MAC-
disabledsystemsandpermita performance/compiéty
costdecisionby policy authors.

In Figure 6, a similar patternemeges,where-inthe
introductionof MAC supportresultsin a 6.1%through-
put penalty Useof a stub policy increaseghat costto
7.7%:; Biba labelingincreaseshe costto 10.3%. How-
ever, with lazy m_tag labeling, the basecost of MAC
supports reducedo 3.7%;thestubpolicy increaseshis
costto 4.4%,andwith Bibato 9.7%. Theproportionally
lower performancecostwith this testderivesfrom the
reducedelative overheadesultingfrom reducedpaclet
countsrelative to datatransfered.

Again,lazy m_tagallocationbettermeetsour require-
mentsby permittingbetternon-MAC performancewith
amoreclearperformancedrade-of for compleity. Un-
like the paclet counttesting,performanceor the Biba
policy actually increaseswith lazy m_tags relative to
mbuf headersa result that we attribute to differences
in the cachingandallocationpoliciesfor the UMA Slab
Allocatorversughembuf allocatorin handlingmemory
clearingfor new allocations.
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10 Related Work

Substantiaprior andcurrentwork existsrelatingto ker-
nelacceskernelandextensibility research.

In theareaof prior deployedsystems; Trusted”vari-
antsof mostcommercialUNIX platformsexist, includ-
ing TrustedSolaris,and TrustedIRIX [15]. In addition,
thereareanumberof third partysecurityextensionprod-
uctsthat exist for thesesystemsjncluding Arguss Pit-
Bull product,which providesa productalternative with
mary of the samefeatureg2]. Theseproductslargely
rely on Multi-Level Security (MLS) [3] and Biba in-
tegrity [4] to provide mandatorydataconfidentialityand
TCB integrity; earlier TrustedBSDwork has focused
on implementingsupportin FreeBSDfor thesemod-
els using similar integration approacheg18][19][20].
TrustedBSDMA C policy modulesexist expressingooth
MLS andBibain functionallysimilar forms.

In the areaof accessontrol extensibility, early work
includedthe Generalized-ramavork for AccessControl
(GFAC), which proposes separatiorof policy anden-
forcement[1]; this modelis implementedn Linux in
RSBAC [14].

The FLASK framework provides for similar types
of separatiorof policy and enforcementalthoughwith
higherlevel labeling abstractionin the form of a secu-
rity ID (SID) and a focuson Linux Security Modules
(LSM) providesa setof kernel extensionhooksto fa-
cilitate integration of systemssuchas SELinux with-
out committingthe Linux operatingsystemto a partic-
ular model[17]. LSM providesa void pointerfor label
storagein eachsupporteckernelobject,andhasaccess
controlnotionssimilar to the TrustedBSDMAC Frame-
work. However, the semanticof the hooksarewealer,
and the LSM frameawork doesnot provide for policy
compositionand persistentabeling, relying on policy
modulego implementheseservices TypeEnforcement
for policy representatiofil6][11]. A prototypeport of
the SELinux FLASK and TE implementationhasbeen
madeto layer on top of the TrustedBSDMAC Frame-
work via the SEBSDpolicy module.

11 Future Work

Futurework ontheMAC Frameavork will likely fall into
anumberof areas:

e Improve the completenes&nd expressvenessof
the MAC Framevork; increasethe numberof ker
nel objectsand methodsthat are protectedby the
Framevork to permitbroaderprotections.

e Maturethe experimentalpolicy modules.

e Continueto adaptand memge the SEBSD policy
moduleto run properly with FreeBSD:in partic-
ular, determinehow bestto satisfythe differing re-
quirementsof SEBSDand mostother policiesre-

gardingprocesdabeltransitions.
e Continueportingthe MAC Framevork andits poli-
ciesto DarwinandMac OS X.

12 Conclusion

The TrustedBSDMAC Framavork providesa general-
ized mechanisnby which the FreeBSDkernelsecurity
model can be augmentedat run-time. Along with the
framawork, we have alsoimplementeda numberof se-
curity extensionmodulesthatrely solely on the frame-
work to interfacewith existing kernelabstractionsThis
separationof security extensionsfrom the actual ker-
nelimplementatiorof servicesmprovesthe capacityfor
third partyprovidersto developandshipsystenmsecurity
extensionsby loweringthe costto developandmaintain
the extensions.Througha simplecompositionmodel,it
is possibleto performa limited setof “useful” compo-
sitionsof securityextensions.Preliminaryperformance
measuremernitlustratesa measurabldéut small perfor
mancecost for the framework and mary policy mod-
ules. the Framavork permits policy authorsto select
compl«ity and performancerade-ofs basedon local
requirementssupportingoothsimplehardeningolicies
andcomplex informationflow policies.
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14 Availability

The TrustedBSDMAC Framevork is availableundera
two-clauseBSD license,makingit appropriateor open
andclosed-sourcegesearcheducationabr commercial
usewithout restriction. It is includedin FreeBSD5.0,
as an experimentalfeature,and will mature over the
FreeBSD5.x life time. More informationmay be found
at:

http://ww. FreeBSD. or g/

http://ww. Trust edBSD. or g/
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