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Abstract

Developingaccesscontmol extensiongor operating sys-
temsis an expensiveandtime-consumingask. Medchanisms
available for accesscontrol extensionlag behind indus-
try standad extensionsolutionsfor file systemsprocess
schedules, and device drivers, and sufer from a number
of seriousflawsin modernmulti-processqrmulti-threaded
kernels. In this paper we explore the limitations of cur-
rent tedhnologiesfor security extension. We describethe
TrustedBSOMAC Framework, a flexible and modularervi-
ronmentfor opemting systemaccesscontmol extensionson
the opensource FreeBSDplatform. The TrustedBSDMAC
Framewvork permitsextensiongo beintroducedat compile-
time boot-time or at run-time and providesa numberof
servicedo supportdynamicallyintroducedpolicies,includ-
ing policy-agnosticobjectlabelingservicesandapplication
interfaces We discusghedesignandimplementatiorof the
framavork,aswell astheanimplementatiomf a fixed-label
Bibaintegrity policy basedon the framework.

1. Intr oduction

Theintroductionof new accessontrolsecurityfeatures
into operatingsystemss an expensve processboth from
the perspectie of development,andin termsof long-term
maintenancef the productasthe target operatingsystem
evolves. A variety of approachefor securityextensionex-
ist, but all have substantiaproblems rangingfrom specific
concernsover technical correctnesgo high maintenance
costs.The high costandcomplexity of suchextensionshas
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limited the transferof new accesontroltechnologyfrom
thesecurityresearcltommunityto thebroadetCOT S prod-
uctline, resultingin substantiahndunnecessaryulnerabil-
ity to commonattacks. In the limited scenariosvhereac-
cesscontrol technologyhasbeensuccessfullytransferred,
the productcosthasbeenhigh, deploymenthasbeendiffi-
cult, andthetechnologiefiave notbeenwidely adopted.

Network Associates aboratoriesand the TrustedBSD
Projecthave implementedan extensibleand modularker-
nel accesscontrol framewnork permitting new accesscon-
trol policiesto beintroducednto the FreeBSDkernel. The
TrustedBSDMA C Framavork addressemary of the chal-
lengesassociateavith introducingnew accessontrol ser
vicesin operatingsystemkernelsby abstractingcommon
infrastructureservicesfrom the policies, reducingthe cost
andcompleity of policy authoring. This includesprovid-
ing policy-independenlabel storagein kernelobjects,and
persistentstorageof labelsusingfile systemextendedat-
tributes. The TrustedBSDMAC Framevork composese-
sultsfrom simultaneouslyoadedaccessontrol policiesin
a predictableandreliablemanner permittingappropriately
craftedpoliciesto beusedin concert.

In this paper we explore the difficulties with current
accesgontrol policy implementationsn COTS operating
systemsthe designandimplementatiorof the TrustedBSD
MAC Framavork, and considerthe implementationof a
commonmandatoryaccesgontrolpolicy. We alsoconsider
pastandrelatedwork, futureresearchlirections,andmain-
streamoperatingsystemintegrationissues.

2. Background

Thereis a long history of operatingsystemsecurityre-
searchand development,in which existing operatingsys-
tems are modified to supportenhancedsecurity services,
and new operatingsystemsare createdwith the intent of



offering more secureoperation. In operatingsystemsecu-
rity researchtwo focuseshave prevailed:first, functionality
is addedo supportimprovedsecurityin thesystenthrough
bettermanagemenof privilege and improved approxima-
tion of leastprivilege; second,assurancef secureopera-
tionis improvedthrougharchitecturaenhancemergndim-
proveddesignandimplementatiorprocessedn the areaof
functionality, a variety of accesscontrol approachehave
beenexplored, attemptingto improve protectionof data
integrity [1], and confidentiality[2]. Likewise, extensive
work hasbeenperformedin the areaof evaluationfor the
purposef improved assurancg3] [4] [5] [6]. However,
the high cost of development,deployment, maintenance,
andreal-world usehaslimited the wide-spreadiseof these
adwancedsecuritytechnologieso a smallsetof costlycom-
mercialandresearchrustedsystems.

Additional researchasexploredhow to reducethe cost
associateavith accessontrol,includingexploring policies
with lower administratve overhead?7], avoiding modifica-
tionsto thebasesystem[8], andimproving the expressve-
nessof policy languageg9] [10]. Researchhasalsocon-
sideredframeworksfor accesontrolinstrumentatiorsep-
aratefrom the policy it enforcesjncludingthe GFAC [11],
RSBAC [12], andthe FLASK Architecture[13].

FreeBSDis a widely deployed productionopensource
operatingsysteni14]. It is usedextensively in network ser
vice ervironmentsandasabasisfor mary highendembed-
dednetwork devices(routersfirewalls),andstoragedevices
(storageappliancesSANSs). FreeBSDdevelopmenthasin-
cludedsecurityfeaturesbhasedon the scenariosn which it
is deployed, but the developmenteffort hasnot specifically
focusedon accessontrol extension. Its wide deployment
malkesit an excellenttargetfor technologytransferactivi-
ties. The TrustedBSDProjectis developingsecurityexten-
sionsfor FreeBSD andintegratingthosechangedpackinto
thebasedistribution [15] [16].

3. Modelsfor Kernel Security Extensions

Many operatingsystemsecurityextensiongely onmod-
ifications to the kernel to operate,preventing mandatory
protectiondrom beingbypassedall IPC andaccesgo sys-
tem resourcess mediatedby the kernel. Security exten-
sionsoftenrely on applicationmodificationsto arrangefor
appropriatesecurity labeling of systemobjects; however,
thelabelsthemselesmustbe maintainedoy thekerneland
accesgontrolchecksmustbe performedby the kernel.

A varietyof approachebave beenexploredin extending
securityservicesn the operatingsystemkernel. Selection
of anapproacthasdependean avarietyof factors,includ-
ing accesgo theoperatingsystemkernelsourcetheability
to make changeso thatsourcan thevendorsourceree,and
theextensionmechanismsupportedby thekernel. A num-

ber of security extensionmethodsrely on the availability
of loadablekernelmodules the ability to dynamicallylink
new objectcodeto thekernel. As loadablekernelmodules
aresupportedy all majorUNIX operatingsystemsaccess
to this featureis a safeassumptiorfor mostsecurityven-
dors. Loadablemodulesintroducetheir own securityrisks,
astheability to make run-timechangeso kernelfunctional-
ity mightleadto theability to introduceservicemotantici-
pated(andhenceprotectedpy the securityvendor aswell
asthe ability to bypasssecurityprotectionsthroughdirect
modificationof controlflow or datastructuresn thekernel.

In this section,we explore commonextensionstrateies
adoptedby securityextensionvendors.

3.1 Direct Modification

Direct modificationof existing operatingsystemsource
codeis the pathmostoften taken by vendorsproducinga
“trusted” system. It is alsoone of the mosteffective solu-
tionsfor changingkernelaccessontrolpolicies. This strat-
egy either basesthe work on a snapshobf the operating
systemreleasepr integratesthe changesnto the main-line
developmentree. Securityresearcherandcommerciake-
curity productdevelopersareableto understan@ndmodify
theoperatingsystematafine level, aswell asmake changes
to ary partof the systemthatrequirest.

This approachis often taken with commercialtrusted
systemsselectaparticulareleasef asystemandapplylo-
cal extensions This hasbeenperformedon mary operating
systemdy systemvendorsandthird partieson commercial
operatingsystemsaswell asin researcternvironmentq17].

3.2 SystemCall Inter position

Systemcall interpositionmodifies the kernel's system
call tableusingaloadablekernelmodule,insertingnew se-
curity protectionsbetweenthe applicationand kernel ser
vice. With approachyresearchersvoid changingexisting
sourcecode,insteadntroducingnew securitysemanticdy
limiting accesdo kernelserviceausingwrappers.Modules
maintainauthorizationstructuresn parallelto thosemain-
tainedby the basekernelservices:prior to letting process
requestseachthekernelitself, they performtheirown secu-
rity checksandcanlimit or redirectrequestsn the system
call wrapper Onreturnfrom the systemcall, wrappersnay
alsoenforcepost-conditiongindlog actities.

This stratgy hasbeenapplied both with and without
sourcecode,andcanbe usedto introducenew securityre-
strictionswith avendorprovideddistribution. Interposition
hasbeendemonstratefbr both specificpolicies[7], andas
amoregeneralframework for securitymodification[8].



3.3 Stacked File Systems

File systemsstorepersistentiatafor boththe operating
systemandapplicationsandasaresultarecommontargets
for securityresearchSecurityresearchs just onepotential
target of file systemresearchrequiring extensibility: reli-
ability, namespac#ransformatiorand datatransformation
have all driventhe developmentof stackabléfile systems.
With this model,new servicesare“layered” over an exist-
ing file systemby by wrappingoperationson file system
objects. In a mannersimilar to systemcall interposition,
stackingpermitsrun-time behaioral modificationof a file
systemunanticipatedy thefile systemauthor

A variety of securityextensionshave beenrepresented
using stacled file systems:filtering operationspermit ac-
cesscontrol, transform of credentials,etc. Namespace
transformscanlimit accesdo objects,or securelypresent
objects. Datatransformsmay also be usedto to provide
cryptographicprotections presentingsecureacces<o ob-
jects,or limiting accesso compromisedbjects.

4. Limitations to Existing ExtensionModels

Thesemodelsall have substantialimitations: someare
inherento extendingcomplex systemsbut othersareprop-
ertiesof the extensionmechanismAll assumeeitheralack
of interestin the securityextensionfrom the perspectie of
the original OS vendor or a commitmentonly to a narrov
setof extensions.n this section,we describdimitationsto
theseapproacheshat make themdifficult or inappropriate
to usein modernUNIX operatingsystems.

4.1 Required Accessto Kernel Source

You musthave accesgo the sourcecodein orderto rely
on mary methodsof introducingnew kernelaccessontrol
policies. Unlike sometypesof operatingsystemextension
(device drivers, schedulersfile systemsnetwork stacks),
thereis no well-definedAPI/ABI for extensionswith the
scopeof accesgontrol. Thesourceaccessequirementim-
its the ability to performresearchraisescostsof develop-
ment, and requiresincreasedvendorinvolvement. It also
presentdimits in termsof long-termmaintenance:occa-
sionaldispersion®f sourceaccesarenotsuficientto track
architecturathangesn the operatingsystem,nor promote
rapidavailability of new revisionsof extensionsasnew ver-
sionsof the operatingsystembecomeavailable.

Thesefactorscombineto make it almostimpossiblefor
non-vendorsto producetimely security extensionsif the
vendoris not intimately involvedin the process.This dis-
courageshird partiesfrom developing securityextensions
thatmight competewith thevendors own extensions.

4.2 Tracking Vendor SystemDevelopment

Operatingsystemsare inherently moving targets, even
onceaversionis releasedA steadystreamof patchesser
vice packs,and hot fixesto problems(especiallysecurity
problems)meanthat securityextensiongrapidly fall out of
syncwith their target. This is especiallytroublesomefor
extensionmechanismssuch as systemcall interposition,
which rely on a complete(and static) characterizatiorof
thesystem$ ABI in orderto operateproperly

Betweenofficial releasesactive operatingsystemdevel-
opmentbranchesalsomove quickly; fundamentahssump-
tionsregardingsystenmbehaior changdrequently Theim-
pactof thesechange®n securityextensionds oftenpoorly
documentedhut mayhave asignificanteffecton how secu-
rity extensionsare integratedinto the system,evenif the
semanticsoffered to applicationschangelittle. Changes
may; for example,violate assumptiongsegardinginforma-
tion flow and objectlocking. Otherthanin the areaof
specificallypublishedAPIs andstructureqsuchasfor file
systemsor device drivers), security extensionauthorscan
rely on little consisteng betweerrevisions. In addition, if
a securityextensionrelies on direct changeto the operat-
ing systemsourcecode,there may be literal sourcecode
conflictsin changedo codemodifiedby boththe operating
systemvendorandsecurityextensionvendor

Becauseof the significantchangebetweenreleasespr
even betweenservicepacks,ary formal evaluationsof the
operatingsystemproductwith regardsto a particularsecu-
rity extensionfacessubstantiahssurancehallengesSecu-
rity vendorsmustmake a completeargumentfor assurance
not only concerningtheir own product,but alsoregarding
the operatingsystemvendors product,requiring high lev-
els of additionalinvestmentor only incrementabperating
systemimprovementsThe burdenlies entirelywith the se-
curity extensionvendorto determinghatthe extensionwill
operatecorrectlyin the new ervironment.

4.3 Raceswith ThreadedApplications

Wrappingtechniguessuchassystemcall wrappingand
file systemstacking,areoftenvulnerableto attacksinvolv-
ing userparallelismvia sharedmemoryor threading. For
example: mary securitypolicies basedon systemcall in-
terpositionrely on atomicallycheckingthe userprocessar-
gumentswith the actualserviceperformedby the system
call. However, mostUNIX kernelimplementationgull in
UNIX pathname$on demand’from useraddresspacen
responséo conditionalbehaior in thekernel.For asystem
call wrapperto make a securitydecisionbasedon the sys-
tem call agumentsjt mustindependenthpull in the argu-
mentsfrom userspaceln multi-threadedr sharedmemory
ervironments,this canintroducea race,asthe userappli-



cation(perhapsxecutingon anotherCPU) canchangethe
argumentchecled by the systemcall wrapperfrom the ar-
gumentusedby the actualserviceimplementation.

An alternatve employed by somesystemcall interposi-
tion policiesis to copy systemcall argumentsand bypass
the secondcopy performedby the kernel,re-implementing
much of the kernel service. This relies on accessto
the sourcecodefor the original service,as well as gen-
erating duplicate code that must be maintained. Other
interposition-basedchoduleshave attemptedo addresshis
problemthroughpost-conditions¢heckingthatthe security
constraintof theapplicationhave not beenviolatedduring
the actualsystemcall implementation.This cannotdefend
againstexploitation when systemcalls causeside effects
that cannotbe baclked out or (in mary cases)even moni-
tored by the systemcall wrapper For example,it is not
possiblefor a systemcall wrapperto back out a network
communicationperationon afterthe-fact discovery that
the applicationhasexploited a racecondition. Similar con-
straintsalso apply to implementationsf auditemploying
systemcall wrapperswherethe dataloggedmaybemanip-
ulatedseparatelyrom the datausedto performthe access.

4.4. Lock Order and Racesin ThreadedKernels

Wrappingtechniguessuchasinterpositionandfile sys-
tem stacking,introducefundamentajproblemsin erviron-
mentssupportingkernel parallelism: since the basesys-
temis not modified, wrappersmust ensurethat appropri-
atesynchronizatiorprimitivesare usedto preventtime-of-
check time-of-useraceswithin thekernelitself. In practice,
this canrequiresubstantiatluplicationof work betweerthe
wrapperandthe basecomponentaswell aspotentiallock
orderviolationsandlock recursion.For example,security
extensiongnayrely on labelson files to provide protection
for thosefiles. To accesghe labels,the systemcall wrap-
permustperforma seriesof namespactokupsto traverse
thefile hierarchyto find the target of the operation. Once
the checkis performed the wrappermustreleaseall locks
onthefile andnamespacer risk violating thekernelslock
orderwhenthe serviceimplementatiorattemptgo perform

thelookupoperation.As locksarereleasedthe namespace

andprotectionson objectsmay changeyesultingin arace
conditionbetweercheckanduse.Similar racesexist for all
objectssupportingfine-grainedocking in thekernel:locks
releasedn target processedn signal operationswill per
mit thelabelonthoseprocesseto changebeforethe kernel
performsits own lookup,locking, andprotection.

4.5, Interactions BetweenSecurity Extensions

Frequentlysystemsaredeployedwith severalextension
securitypolicies. TypicaltrustedUNIX systemsreshipped

with the basicUNIX DiscretionaryAccessControl policy
(DAC), in additionto oneor moreMAC policies. For exam-
ple, PitBull and TrustedIRIX both ship with Biba-derived
integrity policiesfor TCB protection aswell asMulti-Level
Securityto protectthe confidentialityof userdata. Like-
wise,hardeningpackageareoftenappliedin conceronde-
ployed systems—endorprovided security extensionsmay
be combinedwith local extensions. Firewall vendorsfre-
qguentlyrun FreeBSDsystemswith their own local security
policy variationsbasedon their specificrequirementshput
rely onvendorsecuritypoliciesfor base-lingprotection.

Security extensionsmay conflict in a variety of ways
whendeployedin parallel:

e Literal conflictsin sourcecodelocations:securityex-
tensionsgendto modify the samesystemcomponents
in the sameplacesresultingin a conflict: both setsof
modificationscannotbe simultaneoushapplied.

e Securityextensiongnayalsohave functionalconflicts:
modelscanconflict andresultin an unusableor inse-
curesystem.Of particularconcernaresecurityexten-
sionthatintroducenew servicesor administratve in-
terfacesthatarenot managedy othersecurityexten-
sionslimiting accesdo thoseinterfaces.

e Securityextensionsmay interactpoorly: someappli-
cationsfail “closed” very badly dueto lack of adapta-
tion. Interactionsbetweenmodelsmay generatenew
failuresthatcauseail-opensemantic$18].

Safecompositionof extensionds particularlyimportant
in ervironmentswhereextensionsmay be usedto respond
to new threatsnot anticipatedat designtime. For example,
new securitylimits might be imposedto limit exploitation
of anawly discoveredapplicationvulnerability.

4.6. Costof Implementation

One of the mostimportantconcernsassociatedvith all
of theseextensionapproaches their high cost:

e High level of compleity, increasingthe implementa-
tion cost,andreducingthechance®f correctness.

o Differententitiesoftenimplementthe sameinfrastruc-
ture extensionsperformingredundantvork, minimiz-
ing softwarereuse andresultingin addedcost.

e The“movingtarget” natureof thetargetoperatingsys-
temleadsto a high maintenanceost, often requiring
completere-engineerin@f successie versions.

Thesehigh costsdiscouragesecurityextensiondevelop-
ment by third party vendorsand researchersiesultingin
pooradoptionof new (or evenold) securitytechnology



5. Kernel Framework Approach

The TrustedBSD Mandatory Access Control (MAC)
Framevork is designedo addressheseproblemsin kernel
securitypolicy augmentationAs FreeBSDis opensource,
andthe FreeBSDProjectis willing to acceptsystemexten-
sionserviceswe areableto adoptanapproactihatassumes
that the operatingsystemvendorunderstandshe needfor
reliableandextensive augmentatiorior the purposeof se-
curity. Our primary designconcernswvere:

Supporthighlevelsof correctnes concurrenernviron-
ments.FreeBSDhasa multi-threadedsMP kernel,offering
a scheduleractiation-dervedthreadingto userprocesses.
Takeadwantageof theability to modify thekernelto provide
accesgcontrol checkand label maintenancepportunities
tightly integratedwith the existing locking ervironment,
avoiding racesnherentto mary extensionapproaches.

Do not commit to a particular accesscontrol policy;
rather provide aframework thatcansupportmary common
models.Oneneedonly inspectthe broadarrayof continu-
ing accesgontrolresearctandthevariety of accessontrol
productsto concludethat thereis no wide consensusn a
“one true policy” or even“one true policy language”.This
permitslocal determinationof tradeofs betweensecurity
performanceandusabilityduringdeployment.

Permitimplementorsof policiesto make trade-ofs be-
tween security and performance;provide accesgo tradi-
tionally costly security approachesvithout forcing these
costsontolessdemandingpolicies.

Permitindependentlydevelopedpoliciesto be inserted
in parallel,and provide a predictable(deterministic)com-
position of the services. This approachreflectsthe reality
that mostcommercialtrustedsystemsnclude at leasttwo
differentmandatoryaccesontrolpolicies.

Augment existing kernel servicesto be aware of the
MAC Framavork, but attemptto entirely encapsulate
policy-specificconcernsn policy modules While theMAC
frameaworkis derivedfrom therequirementsf specificpoli-
cies,avoid leakingof policy-specificdatarepresentationr
accesgontrolapproachesutsideof the policy modules.

Attemptto capturecommonpolicy-agnosticelementof
frequentlyusedaccessontrol modelsand provide access
to thoseservicesn the MAC framework, avoiding frequent

re-implementatioffior eachsecurityextension.Thisreflects
therealitythatmary accesgontrolmodelsrely oncommon
services,such as labeling, which are complex and time-
consumingto implementand integrate, presentinghe op-
portunityfor centralizingthe serviceto reducecosts.

Provide strongsupportfor security extensionsshipped
with the baseoperatingsystemby the vendor yet permit
third partiesto shipsecurityextensionghatdropin without
theneedfor complicatedocal modifications.

6. Kernel Framework Design

User Process

User Process

User Process

Figure 1. High-le vel view of the Framework

We adopta modularapproachthat permitsthe extension
of boththe kernelanduserapplicationgo supportnew se-
curity models.Thislayeredapproachdistinguishesiserap-
plications,kernelservicesthe MAC Framevork, anda set
of modulesthatinterfacewith theframework.

Kernel:implementa modularframework providescom-
mon dependencieor policies (labeling), ability to aug-
ment“important” security decisions,compositionof mul-
tiple modulesin apredictableananner

User:permitpolicy-independensecurity-avareapplica-
tions, notjust policy-awareapplicationsto interactwith the
system. Exportinformationfrom the frameawork to permit
policy monitoringandcommonadministratiorelements.

6.1 MAC Interface to Kernel Services

The MAC Framavork presentsa setof entry pointsto
selectedkernelservices permittingthe servicesto provide
eventnotificationto the MA C framework, andproviding the
ability for the MAC Framevork to maintaina securitylabel
within kernelobjectsmaintainedoy the kernelservices.

6.2 MAC Interface to Security Policies

The MAC Framavork providesseveralinterfacesto se-
curity policy implementationsincludinginterfacesfor pol-
icy managementabel storage procesdabel management,
objectlife cycle,accessontrol, andsystemlife cycle. Ex-
tensiondmplementarbitrary subsetf the availableinter-
faces,allowing implementorgto selectthe eventsand ser
vicesthatarerelevantto a particularpolicy.



6.3. MAC Interface to User Processes

TheMA C Framevork providesuserAPIsthatreflectop-
erationscommonly exported by policies. TheseAPIs in-
cludeinterfacesto managepoliciesloadedand enabledin
the kernel, and a flexible labeling API for retrieving and
settingsecuritypropertiesof relevantkernelobjects.

7. Kernel Framework Implementation
7.1 Componentsof the MAC Framework

TheTrustedBSDMA C Framavork is splitinto anumber
of logical components:

e MAC Frameavork Interfacesfor KernelServices.The
interface used by FreeBSDkernel servicesto com-
municate with the MAC Frameavork is definedin
sys/mac.h.This includesthe APIs for all entry points
from the kernelservices.In addition, sys/label.hde-
finesstruct | abel , adatastructureusedto store
policy-agnostidabeldatain kernelobjects.This struc-
tureis embeddednto mary kernelservicestructures.

e Framevork Kernel ServiceEntry Points. Modifica-
tions have beenmadeto kernel servicesto invoke
MAC Framavork entry points. Thesemaodifications
affect object initialization, association/creationand
destructionaswell asin commonpathsrequiringac-
cesscontrolat high levelsin the kernel. With layered
services,it is often necessaryo deferaccessontrol
decisionauntil enoughinformationis available.

e Framevork Implementation. Entry point imple-
mentations,label primitives, policy registration, and
user/lernelAPls arecentralizedn kernmac.c.

e Framevork Interface for Policies. Interfacescom-
mon to the framewvork and policies and defined in
sys/macpolicy.h. Definitionsinclude entry point and
registration interfaces, as well as common access
methodsor MAC Framevork services.

e Policy Implementations. Eachpolicy is represented
by onekernelmodule,discouragingnter-dependeng.
Typical policiesareimplementedn asingleC file, but
comple policiesareimplementedver mary files.

e Interfacesto UserProcesseslinterfacesfor userpro-
cessesgredefinedn sys/mac.himplementedn| i bc,
andmay be dynamicallylinkedinto ary applications.

7.2 Framework Startup

The framework is initialized early in the boot process,
shortlyafterthekernelmemoryallocator consoleandlock-
ing primitives,but beforehigh level device probingandary
kernelor userprocessebave started. TheMA C Framavork
initializesitself, registerspolicies,andsupportotherkernel
serviceghatprovide relevantkernelobjects.

Initialization preparessariousadministratve structures,
including the policy registration structuresand locking
primitives. Following initialization, early registration of
policiesis permitted: this appliesto ary policy linkedinto
the kernelitself, or loadedby the boot loaderprior boot.
Early policies have the opportunityto ubiquitously label
devicesand kernel datastructuresasthey are allocatedor
probed. After early policy registration,a variableis setto
indicatethatary policiesregisteredafterthatpoint will not
beableto ubiquitouslylabelkernelobjects.

AN

NN
Active

Registration Policy

Deregistration

Figure 2. Policy life cycle

7.3 Policy Registration

Policiesregister with the MAC Framevork to receve
events, resere label space,and accessMAC Framavork
services. Modulesare distinguishedrom policies: kernel
modulesmaycontainanumberof codeobjectsandmayen-
capsulatenultiple policies. Policiesregisterwith theframe-
work oncetheir moduleshave loaded.Eachpolicy declares
anumberof propertiesincludingpolicy name vendor ver-
sion, label requirementsjoad-timeflags, and entry point
definitions. The load-timeflagsindicatewhetheror not the
policy may be attachedafter boot, and whetherit may be
unloaded Policy registrationsareprotectedy a busycount
andlock; changego the setof registeredpoliciesrequires
thatall in-progres®ntrypointscomplete providing consis-
tentenforcemenbf policy duringregistrationchanges.

7.4. Entry Point Invocation, Composition

In almostall cases,invocationof a MAC Framevork
entry point from a kernel serviceinvokes matchingentry
pointsfor the setof registeredpolicies. Policy entry points
aresplit into threecateyoriesbasedon the wrappermacro
usedto invoke themandcomposeheresults:



MAC_PERFORMassumeshata policy entrypointhasno
returnvalue,andis usedto postaneventto interestedoli-
cies. Eventsmay relatedto policy changeslabelmanage-
ment,policy managemengr kernelobjectlife cycleevents.
No explicit returnvaluecompositionis required.

MAC_CHECK implementsa call-outto an accessontrol
entrypoint, or anentry point supportingdetectionandclas-
sification of failure modes. Unlike MAC_PERFORM it ac-
ceptsan er r no returnvalue from eachpolicy and com-
posedheresultsusinger r or _sel ect , afunctionthaten-
codesanorderingof variousfailure classes.

MAC_BOOLEAN implementsa call-out to a decision
function,andcomposeshe returnvalueusingan arbitrary
booleanoperator This is usedin a numberof specialcase
scenariosvherepoliciesaugmentinexisting kernelservice
decisionratherthanreturninganaccesgontrolresult.

7.5. AccessControl Entry Points

Entry pointsarescatteredhroughouthe kernel,includ-
ing processnanagementjle systems|PC, andthenetwork
stack.In generalaccessontrolentry pointsfollow a sim-
ilar form, acceptingthe accessontrol context (requesting
credential target object(s),and otherrelevant aguments),
and invoking the entry point for eachpolicy, returningO
for succes®r afailure value. Resultsfrom invoking entry
pointsfor eachregisteredpolicy are are composedy the
frameawork usinga simplecompositionpolicy. The compo-
sitionrequiresall policiesto acceptacheckfor it to succeed,
andselectoneof theerrorsbasedn precedencd acheck
fails.
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Figure 3. Policy composition

7.6. Label Management

A numberof accesgontrolpoliciesrely on securityla-
belsmaintainednobjectsfor thepurposeof performingac-
cesscontrol decisions.For policiessuchasMLS andBiba,

labels are provided explicitly by the administratoror de-
rivedfrom therun-timeernvironment.Theirlabelsstoresen-
sitivity of integrity informationabouta kernelobject,using
this information during decision-making. For other poli-
cies,labelsmight consistof datatypes,rule sets,or a other
information. The framewnork supportsabelingfor several
classe®f security-relgantkernelobjects,jncludingseveral
file systemsprocessesandnetwork stackkernelelements.

| Structure | Description |
structucred Proceszredential
structvnode VFS node
structsoclet BSD IPC soclet
structpipe IPC pipe
structmbuf In-flight datagram
structmount File systemmount
structifnet Network interface
structdevfs_dirent | Devfs entry
structipq IP fragmentqueue
structbpf_desc BPF pacletsniff device

Figure 4. Labeled objects

1 jail
label-1 biba? biba/low
2 jail
biba biba/high
label-2
jail v
3 biba; biba/low
label-3

Figure 5. Object label semantics

Eachstructureholdsoneor moreinstanceof a policy-
agnostidabelstructurefor perpolicy data.This structurds
intendedto provide maximumsemantidlexibility for poli-
ciesto implementdesiredbehaior: eachpolicy reserving
labelstateis allocateda slotin thelabelstructureandeach
slot holdseitheravoid pointerandaninteger. Policiesmay



implementperlabel storage reference-countestorage or
staticallyallocatedstorage Kernelobjectsarepooledby the
kernelslab allocatorso that expensve memoryallocation
costscan be amortized. Labelsare initialized, allocated,
anddestryedalongwith their object:

Labelinitialization occurswhenthe datastructurefor a
kernel objectis initialized, permitting policies to allocate
and initialize memoryfor the object. The kernel distin-
guishegwo typesof objectallocation:wherethecallerper
mits blocking, andwherethe caller cannottolerateblock-
ing; for example,blocking while holding sensitve locksis
discouragedThis semantias presenffor labelsalso: most
labelinitializationis permittedto block, but for specificob-
jectsthecallercanrequest failure overblocking.

Labelassociatioror creationoccurswhenaninitialized
kernelstructureis associatedvith an actualkernel object,
suchasalfile or processAssociatiorrefersto thebindingof
akernelobjectstructureto anexisting externalor persistent
objectthatalreadyhaslabelingdatapresenin anexternal-
ized form. Associationtypically occurswhena persistent
objectis faultedin andits labelinternalized;for example,
an existing file on disk. Creationrefersto the binding of
a kernel objectstructureto an entirely new instanceof an
object. In this contet, a specificsubjectlabelis available
for thepurpose®f calculatinga freshlabelfor the new ob-
ject. Memory allocationby policiesis discouragedinder
either circumstanceaslocks are often held during object
creation,making extendedblocking for memory undesir
able. Instead policiesshouldallocateall memoryrequired
during label or policy initialization. Associationand cre-

ation may be permittedto fail undersomecircumstances:

for example aninvalid labelin apersistentabelstore,orin-
sufficientresourceso createpersistentabelstorefor anewn
object;whenthis happensthe objectcreationalsofails.
Label destructionoccurswhenkernelobjectis released
by the kernel serviceimplementingit. The MAC Frame-
work is giventhe opportunityto releasestoragefor the la-
bel, permittingpoliciesto free ary allocatedstorageor ref-
erencesassociatedvith that label. This might reflectthe
destructionof an actualobject, or simply the regycling of
thein-memorystorageor a persistenbbject.

7.7. Per-Object Behavior

While all kernelobjectswith MAC labelshave similar
initialization and destructionentry points, labelsare han-
dled differently acrossobjectclassesn a severalways,in-
cludingcreation,object-specifidife cycle events,andlabel
handlingproceduregsuchaslocking).

Associationandcreationeventsdependn the availabil-
ity of context, andvary notonly by objectclass but alsofor
specificinstance®f thoseobjects.For example file system
vnodesare handledin a mannerspecificto thefile system,

basedon whetheror not thefile systemsupportsndividual
labelsfor individual vnodes.

As with all kernel object elements MAC Framevork-
maintainedabelsmustbeprotectedagainsunsynchronized
parallelaccesdy meansof locking primitivesand access
protocols. In general,the MAC Framevork relies on na-
tive locking protectionfor objectsto protectthe labelson
thoseobjects. For example,vnodelabelsare protectedoy
thevnodelock, whereasnbuf labelsareprotectedy virtue
of consistenserializedaccesdy referenceholders.

7.8. Credentials

Processredentialstructuresstoresidentity and autho-
rization information associatedwith the UNIX security
model. With the introductionof the MAC Framevork, a
label field is introduced. As with other datafields in the
credential,the label field is protectedby an “immutable
onceshared”policy—the credentiallabel may be changed
only while onereferenceexists, suchasimmediatelyafter
creation. All credentialsare derived from eitherprocess)
(the parentof all kernelprocesses)or processl (the par
ent of all userprocesses).Processesiave a primary cre-
dential pointer, protectedby the processlock; individual
threadsnayhave additionalthread-locatredentiapointers
thataresynchronizedo the processredentiapointervalue
on entryto the kernel. This providescredentialabelswith
thesameconsisteng propertiesasothercredentiadatain a
threadedernvironment,andensureshatcredentiausedby a
threadis consistenfor thedurationof a systemcall.

7.9. VFS Objects

A variety of VFS objectsare supportedby the MAC
Framevork, including the file systemmountpoint,vnodes
representingbjectsinsidethefile systemanddevfs proto-
type structuresvhich represensystemdevicesexposedvia
/dev. Mountedfile systemsare marked eithersingle-label
or multi-label. Single-labelfile systemsare presumechot
to have a sourceof pervnodelabelingdata,andthe labels
for all vnodesarederivedfrom thefile systemmountpoint
by the framawork. Labelson single-labeffile systemsamay
notbemodified. For multi-labelfile systemsthefile system
is responsibldor implementinga sourceof labelsandper
forming associatiorand creationoperationso ensurethat
labelsarealwaysproperlydefinedfor file systemobjects.

The MAC Framavork providesa centralizedmplemen-
tation of extendedattribute basedlabel storagethat file
systemssupportingextendedattributes(suchasUFS1and
UFS2)mayemploy to labelobjects.For devfs specialhan-
dling is provided by the framework to permit policiesto
maintainlabelingdatafor systemdevicesexplicitly aspart
of their configuration. In a mannersimilar to association



andcreationentry points,the MAC Framavork alsorelies
on a perfile systemimplementationof VOP_SETLABEL,
which pushesa labelchangeto the vnodes persistentabel
store,andthenupdateghevnodelabelif successful.

Vnode labels are protectedby the vnode reader/write
lock, which is generally already held where consisteng
is required for enforcement. The framework relies on
the compoundwrite functionality for UFS25s extendedat-
tributes,combinedwith the softupdatesonsisteng model,
to ensureconsisteng propertieof on-disklabels.

7.10 Sockets

Socletsarethe basiclIPC primitive associatedvith the
BSD IPC model. They representtwo different object
classesacommunicationgndpointandacommunications
rendezwus. Eachsoclet hastwo labels,an objectaccess
control label, and a cachedcopy of the remoteendpoint
(peer)label. Soclets largely derive their labelsfrom the
processethatcreatethem. For acceptedocletsassociated
with incomingconnectionsthe soclet objectlabelis typi-
cally derivedfrom thelisten soclet from which it wascre-
ated. Peerlabelsare setwhenthe first incomingdatagram
is received on network streamsoclets, or from the remote
socletendpointonlocal UNIX domainsoclets.

7.11 Mbufs

Mbufs representdatagrams'in flight” in the network
stack. Mbufs are a dataallocationstructurethat hasbeen
designedspecificallyfor the operationsfound in network
stacks (headerprepend, iteration through data). Some
mbufs storepacletheadedata,includesinformationonthe
pacletcarriedby the mbuf or mbuf chain. The TrustedBSD
MAC Framavork storeslabel datain the optional paclet
headerwhich avoids unnecessarjabel storagewhile pro-
viding labelingopportunitiesor all relevantpaclets. Mbuf
labelsaretypically derivedfrom their originatingsoclet or
network interface,or from anothembuf.

7.12 Network Interfaces

Network interfacesrepresensourcef non-localpack-
ets,aswell asarouting destinatiorfor local andnon-local
paclets. An interfacemight be a physical Ethernetinter-
face,avirtual interfacesuchasa PPPconnectioror VLAN,
or it may represena communicationsunnelendpoint. As
with soclets, a labelis presentin the structureto provide
labelinginformation for paclets sourcedby the interface,
aswell asto performaccessontrolfor pacletsdestinedor
theinterface. Interfacelabelsare determinedvhenthe in-
terfaceis discovered,eitherasaresultof a hardwareprobe,
or anadministratve actionin the caseof virtual interfaces.

7.13 Application Interfaces

The TrustedBSDMAC Framavork provides a variety
of policy-agnostidnterfacesfor applicationghatarelabel-
awareor policy-aware. The basicapplicationinterfacesare
availablevia the standardC library. Interfacesexist to re-
trieve and setlabelson file systemobjects(vnodes),sock-
ets, pipes,and network interfaces. Above the library API,
labelsarehandledby applicationsasstrings,which maybe
opaquelyreadfrom or written to files, or throughdirectin-
teractionwith the user The stringrepresentationf thela-
belreflectstheflexible natureof thelabelinginfrastructure:
policiesclaim ownershipof elementsf the labelby name,
internalizing and externalizing the string componentsor
useinsidethe kernel. The MAC Frameavork itself is aware
only of the elementhamesanddatastrings,not the seman-
tics associatedvith the strings. A typical label managed
by a userapplicationmightlike like bi ba/ | ow, m s/ 10
representinga label consistingof two elements:a low in-
tegrity biba label, and an MLS label of sensitvity “10".
Applicationsmay addressll of the elementsavailableon
anobject,or ary subset.

8. Kernel Policy Module Design

TrustedBSDMAC policiesareencapsulated loadable
kernelmodules.At the option of the developeror adminis-
trator, a policy modulemaybelinkedto the kernelat build-
time, loadedprior to kernelstartat boot-time,or loadedat
run-time. Policy modulesare permittedto definea setof
propertieghatdeterminewhich of thesetimesareappropri-
atebasedon the natureof the policy. Somepoliciesrequire
ubiquitousaccesgo all systemobjects;for lockingreasons,
this accesganonly be guaranteed the moduleis present
from inception,preventingrun-timeloadingof the module
withoutareboot.Otherpoliciesmaybeloadedatany time.
Policy modulestypically follow a commonstructure:

They containa descriptiorstructurespecifyingtheload-
time flags, nameand label information, and referencego
other policy structures. The structureis processedy the
MAC Framavork whenthe policy is initialized.

They containa mappingof policy entry points to the
functionsthatimplementthem. Policiesmayimplementan
arbitrarysubsebf theentrypoints;developeramay provide
a function for eachentry point, or implemententry points
with identicalprototypesusingthe samefunction.

They oftendefineanumberof administratve togglesde-
terminingaspectof their behaior. Togglesmight config-
uredehugging,or beusedto configurepolicy rules.

They typically isolatelabel managementrom the im-
plementationof their policy, relying on a setof common
accesgontrol primitivesto implementmost entry points.



Policy | Description |

macbiba Hierarchalfixed-labelintegrity
macbsdetended| “File systemfirewall” using
existing credentials/permissions

macifoff Interfacesilencing

maclomac Hierarchalfloating-labelintegrity

macmls Multi-Level Securitywith
compartments

macnone Prototypestubpolicy

mac partition Inter-procesisibility policy

basedon procesgartitionlabels
macseeotheruidg Inter-proceswisibility policy
basedon existing credentials
MAC Frameavork invarianttests
Portof the SELinux/FLASK/TE

mactest
sebsd

Figure 6. Table of sample policies

Accesscontrollogic is usuallycentrallylocatedin themod-
ule sourcefilesto make it easierto understané@ndmaodify.

9. Kernel Policy Module Implementations

FreeBSD5.0 includesa numberof kernelmodulesthat
provide a diverseset of kernel accesscontrol extensions.
Extensionsare also available from third parties. For the
purposef exploring the functionality of the TrustedBSD
MAC Framavork, we considermacbiba, an implementa-
tion of thewidely usedfixed-labelBiba integrity policy.

9.1 TrustedBSD Biba Policy

TheBibaintegrity policy implementsastrictinformation
flow policy limiting the impactof lower integrity subjects
andobjectson higherintegrity subjectsandobjects[1]. In
general high integrity subjectsareallowedto write but not
readlower integrity objects,andlow integrity subjectsare
allowed to readbut not write high integrity objects. Biba
relieson ubiquitouslabelingof all systemobjects,andde-
terminesaccessontrol resultswith a dominanceoperator
over label pairs. The policy hasbeenfrequentlydeployed
in trustedsystemso protectthe TrustedCodeBase(TCB).

TheTrustedBSDBiba policy moduleimplementsa hier-
archaland compartmentalfixed-labelmandatoryintegrity
policy. Subjectlabelscontainaneffective labelelementas
well asarangeof availableelementsObjectsin the system
arelabeledonly with a singleelement.Whena labelis ini-
tializedby theframework, memoryis allocatedo storeBiba
elements.Whenobjectsor subjectsare created label val-
uesareinheritedfrom the parentsubject.Whenobjectsare
loadedfrom persistentr externalstore labelsareassigned

basedon the of the storagemedium. Labelson systemob-
jects, suchas network interfaces,are derived from kernel
tunablesput mayalsobe managedisingusertools.

This policy usescentralaccesgontrollogic. The domi-
natefunctioncompareswo Biba elementswith respectdo
theirtypes,gradesandcompartmentso determingheirre-
lationship. Entry pointscategorizeaccesshecksregarding
informationflow from the subjectto the object,or objectto
thesubject,andtheninvoke dominanceests.

The registrationflagsindicateto the framework thatthe
policy mustnotbeloadedate(i.e., afterkernelobjectshave
beenallocated),andthat the policy may not be unloaded,
preventingthe Biba policy from beingremoved onceit is
attached. The Biba policy providesa pointer to its label
slot information, requestinghat the frameawork allocatea
label slot for useby the policy, which may later be usedto
dereferenc@olicy-agnostidabelspassedia entry points.

The TrustedBSDMA C Frameavork successfullysolates
the details of the policy implementationfrom the kernel
servicesput alsoisolatesthe detailsof the kernelservices
from the policy implementationyeducingthe risks of mi-
nor changesn onesubsystentequiringgratuitouschanges
in theother The MAC Framavork supportghe Bibapolicy
throughageneralizedabelmanagemenrdervice permitting
the policy implementorto focuson the detailsof the policy
applicationratherthanthe mechanisnof instrumentinghe
kernelto supporthepolicy’sinstrumentatiomequirements.

10. User Application Approach

For the purposesf the MAC Framavork, applications
may be sub-dvidedinto threecateyories:

Applicationsthat are not aware of any non-UNIX ac-
cesscontrol policies. From the perspectie of this class
of applications,no specificadaptations required. Appli-
cationsmay becomeaware of the MAC Framevork as a
resultof new behavior in the system(mostfrequently new
failures), but this is purely a propertyof the policies reg-
isteredwith the frameawvork and currently active. As with
all securityextensionmechanismspolicy authorsmustbe
carefulto avoid unanticipatedconsequencesf systembe-
havior changesFor example,policy authorsmustconsider
the potentialimpactof causinga systemcall to fail, where
normallyit would succeedinconditionally A numberof se-
curity vulnerabilitieshave beenpresentn shippedsystems
whereapplicationexpectationgor systenbehaior werevi-
olatedastheresultof a“securityimprovements’[18].

Applicationsthatareawareof the MAC Framavork, but
unaware of specificpolicies. Theseapplicationsare typi-
cally systemapplicationghatareeitherusedto monitorand
setobjectlabels, or interactwith usercredentials. These
programstreatlabelsin an abstract,policy-agnosticman-
ner. Theuserlandramework relieson a configuratiorfile,



/etc/mac.confto determineadministratordefineddefaults
for labelsto queryandlist onfiles,interfacesandprocesses
usingthe existing | s, i f confi g, andps programs.In
additionto thesebasicUNIX tools,thelogin andcredential
managemernibrariesalsohandlelabelsatanabstractevel,
permittingthemto setprocessandtty labelsatlogin based
onuserlogin classentries.

Applicationsthat areaware of a specificsetof policies.
Dependingon the natureof the the application,developers
may chooseto usethe policy-agnosticinterfacesprovided
by the MAC Framevork, or new policy-specificinterfaces
exportedspecificallyby the policy. For example,applica-
tions that are aware of the semanticoof MLS labelsmay
perform labeling operationsnvolving only MLS label el-
ementsusing policy-agnosticlabeling interfaces. On the
otherhand,the macbsdetendedpolicy moduleexportsa
rulelist via the kernelsysctimanagemerinterface.

11. RelatedWork

As describedn the Backgroundsection,operatingsys-
tem accesscontrol researchand commercialdevelopment
have long histories. Therehasbeenextensive researchinto
accesgontrol policy, theimplementatiorof accesgontrol
extensionsandtheimpactof accesgontrolchangeonthe
systemand applications. Work relatedto flexible access
controlextensionervironmentsincludes:

GenericSoftware Wrapperspermit run-time extension
of the kernelsecurityernvironmentusing systemcall inter-
position. The implementationincludesa portablecross-
platform wrapperspecificationlanguage as well astools
for distributedmanagemer(8].

Security-Enhancedinux is anadaptatiorof theFLASK
accesgontrol framewvork with MLS, RBAC, and TE poli-
ciesto the Linux operatingsystem. FLASK providespol-
icy implementationsvith a high level abstractiorof object
labels(referencedy Securityldentifiers),objectmethods,
andan AccessVector Cachewhich improvesperformance
by cachingsecuritydecisiondrom a policy engine[9] [19].
Recentersionof SELinuxhavereliedon LSM to attachto
the Linux kernel. The TrustedBSDProjectincludesa task
to producea prototypeport of the SELinuxFLASK/TE en-
vironmentto FreeBSDusingthe MAC Framavork.

Rule-SetBasedAccessControl (RSBAC) provides an
extensible security ervironment for the Linux operating
systemjncludingavarietyof policy moduleg12].

Linux SecurityModules(LSM) is a securityextension
framawork for theLinux operatingsystenproviding ahook
framework to permit new securitymodulesto instrument
partsof the kernel. This framework provideslow level ac-
cessto kerneloperationsaswell asvoid pointersthatmay
be usedby a single securitymoduleto storedatain kernel
objects.Recentwork hasfocusedon integratingthe frame-
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work into the baseLinux kernel,andtherehasbeensome
investigationof stackingmodulesto composeolicies[20].
In prior TrustedBSDwork, a variety of securityexten-
sions, including mary of the security policies now avail-
ablevia theMA C Framavork, wereimplementedvia direct
modificationof the operatingsystemkernel[15] [16].

12. Futur e Dir ections

The TrustedBSDMAC Framevork opensup mary op-
portunitiesfor futureresearctanddevelopmentyelatingto
new servicesand capabilitiesmadepossibleby the frame-
work, andfor expandingthe scopeof theframeawork. Addi-
tional studyanddevelopmentof the currentsystemshould
involve performanceanalysisand optimization,which will
play animportantrole in possibleadoptionof this technol-
ogy. Currentwork hasfocusedpurely on accessontrol;
audit of securityeventscould be animportantfuture capa-
bility.

Onepossibleresearctdirection moves beyond the “re-
strictive” modeltakenin the MAC Framavork. Currently
policiesactin concertto restrictaccesso systemservices;
exploring more flexible compositionmethodswould open
the door for a broaderrangeof policy interactions.In ad-
dition, this might permit the UNIX security policy to be
placedin policy modulesitself, allowing existing security
servicesto be removed and replaced. Another direction
for future work involves expandingthe capabilitiesof the
framawork to supportlive policy replacementratherthan
releasinglabel dataon the unloadof a policy, permit the
atomic replacementf a policy so that the capabilitiesof
thepolicy canbeupgradedr modified.

The MAC Frameavork opensthe opportunity for dy-
namic OS policy changein responseto ervironmental
change. Currently loading and modification of policies
is administratordriven, but the framework could support
an automatedesponseapability permitting the systemto
adaptto new requirement®r vulnerabilities.

Finally, additional researchmust be performedin the
areaof long-termmaintenancendassuranc@ropertiesof
flexible accesscontrol approaches.As the MAC Frame-
work providesasetof interfaceguaranteeselativeto policy
implementationsthe task of assurancés now split differ-
ently betweenthe operatingsystemand securityextension
providers. We argue that the MAC Framevork approach
will easethe burdenof in maintainingsecurityextensions:
it mayalsolower theburdenfor assurancectiities.

13. Getting the Software

At thetime of thewriting of this paper the TrustedBSD
MAC Framavork is underfinal developmentandinitial de-
ploymentfor thereleaseof FreeBSD5.0. The TrustedBSD



MAC Frameavork, aswell asa numberof samplepolicy
modules,will be presentin the FreeBSD5.0 distribution.
This softwaremaybe downloadedrom:

http://ww. FreeBSD. or g/

The MAC Framevork is distributedundera two-clause
Berkeley-style open sourcelicense, permitting unlimited
non-profitor for-profit reusein bothopensourceandclosed
source products. Additional information on the Trust-
edBSDProjectmaybefoundat:

http://ww. Trust edBSD. or g/

14. Conclusion

The TrustedBSDMAC Frameavork provides a flexible
mechanisnfor compile-time,boot-time,andrun-timeaug-
mentationof the FreeBSDkernelaccessontrol policy. It
supportoliciesin avariety of ways,includinginstrumen-
tationof importantkernelaccessontroldecisionscentral-
ized labeling support,and policy composition. Through
tight kernelintegration, the framawork permitssafeopera-
tionin highly parallelandthreadedernelandusererviron-
ments.By avoiding acommitmento a specificaccesson-
trol policy, this approactpermitsthe operatingsystenven-
dor, third party distributors, and local systemmaintainers
to independentlyaugmentthe accesscontrol ervironment
in responsedo local and global securityrequirements.By
permitting dynamicrun-time changesn the securityervi-
ronment,systemsequippedwith the MAC Frameavork can
beusedasthe basisfor moreeffective future operatingsys-
temsecurityresearctanddevelopment.
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