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Abstract

Developingaccesscontrol extensionsfor operating sys-
temsis anexpensiveandtime-consumingtask.Mechanisms
available for accesscontrol extensionlag behind indus-
try standard extensionsolutionsfor file systems,process
schedulers, and device drivers, and suffer from a number
of seriousflawsin modernmulti-processor, multi-threaded
kernels. In this paper, we explore the limitations of cur-
rent technologies for securityextension. We describethe
TrustedBSDMAC Framework,a flexibleandmodularenvi-
ronmentfor operating systemaccesscontrol extensionson
theopensourceFreeBSDplatform. TheTrustedBSDMAC
Frameworkpermitsextensionsto beintroducedat compile-
time, boot-time, or at run-time, and providesa numberof
servicesto supportdynamicallyintroducedpolicies,includ-
ing policy-agnosticobjectlabelingservicesandapplication
interfaces.Wediscussthedesignandimplementationof the
framework,aswell astheanimplementationof a fixed-label
Biba integrity policy basedon theframework.

1. Intr oduction

Theintroductionof new accesscontrolsecurityfeatures
into operatingsystemsis an expensive process,both from
the perspective of development,andin termsof long-term
maintenanceof the productasthe target operatingsystem
evolves.A varietyof approachesfor securityextensionex-
ist, but all havesubstantialproblems,rangingfrom specific
concernsover technicalcorrectnessto high maintenance
costs.Thehigh costandcomplexity of suchextensionshas
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limited thetransferof new accesscontrol technologyfrom
thesecurityresearchcommunityto thebroaderCOTSprod-
uct line, resultingin substantialandunnecessaryvulnerabil-
ity to commonattacks. In the limited scenarioswhereac-
cesscontrol technologyhasbeensuccessfullytransferred,
theproductcosthasbeenhigh, deploymenthasbeendiffi-
cult, andthetechnologieshavenot beenwidely adopted.

Network AssociatesLaboratoriesand the TrustedBSD
Projecthave implementedan extensibleandmodularker-
nel accesscontrol framework permitting new accesscon-
trol policiesto beintroducedinto theFreeBSDkernel.The
TrustedBSDMAC Framework addressesmany of thechal-
lengesassociatedwith introducingnew accesscontrol ser-
vices in operatingsystemkernelsby abstractingcommon
infrastructureservicesfrom the policies,reducingthe cost
andcomplexity of policy authoring.This includesprovid-
ing policy-independentlabel storagein kernelobjects,and
persistentstorageof labelsusing file systemextendedat-
tributes. The TrustedBSDMAC Framework composesre-
sultsfrom simultaneouslyloadedaccesscontrolpoliciesin
a predictableandreliablemanner, permittingappropriately
craftedpoliciesto beusedin concert.

In this paper, we explore the difficulties with current
accesscontrol policy implementationsin COTS operating
systems,thedesignandimplementationof theTrustedBSD
MAC Framework, and considerthe implementationsof a
commonmandatoryaccesscontrolpolicy. Wealsoconsider
pastandrelatedwork, futureresearchdirections,andmain-
streamoperatingsystemintegrationissues.

2. Background

Thereis a long history of operatingsystemsecurityre-
searchanddevelopment,in which existing operatingsys-
temsare modified to supportenhancedsecurityservices,
and new operatingsystemsare createdwith the intent of



offering moresecureoperation.In operatingsystemsecu-
rity research,two focuseshaveprevailed:first, functionality
is addedto supportimprovedsecurityin thesystemthrough
bettermanagementof privilege and improved approxima-
tion of leastprivilege; second,assuranceof secureopera-
tion is improvedthrougharchitecturalenhancementandim-
proveddesignandimplementationprocesses.In theareaof
functionality, a variety of accesscontrol approacheshave
beenexplored, attemptingto improve protectionof data
integrity [1], and confidentiality[2]. Likewise, extensive
work hasbeenperformedin the areaof evaluationfor the
purposesof improvedassurance[3] [4] [5] [6]. However,
the high cost of development,deployment, maintenance,
andreal-world usehaslimited thewide-spreaduseof these
advancedsecuritytechnologiesto asmallsetof costlycom-
mercialandresearchtrustedsystems.

Additional researchhasexploredhow to reducethecost
associatedwith accesscontrol,includingexploringpolicies
with lower administrativeoverhead[7], avoiding modifica-
tionsto thebasesystem[8], andimproving theexpressive-
nessof policy languages[9] [10]. Researchhasalsocon-
sideredframeworksfor accesscontrol instrumentationsep-
aratefrom thepolicy it enforces,includingtheGFAC [11],
RSBAC [12], andtheFLASK Architecture[13].

FreeBSDis a widely deployed productionopensource
operatingsystem[14]. It is usedextensively in network ser-
viceenvironments,andasabasisfor many highendembed-
dednetwork devices(routers,firewalls),andstoragedevices
(storageappliances,SANs). FreeBSDdevelopmenthasin-
cludedsecurityfeaturesbasedon the scenariosin which it
is deployed,but thedevelopmenteffort hasnot specifically
focusedon accesscontrol extension. Its wide deployment
makesit an excellent target for technologytransferactivi-
ties. TheTrustedBSDProjectis developingsecurityexten-
sionsfor FreeBSD,andintegratingthosechangesbackinto
thebasedistribution [15] [16].

3. Models for Kernel Security Extensions

Many operatingsystemsecurityextensionsrely onmod-
ifications to the kernel to operate,preventing mandatory
protectionsfrom beingbypassed:all IPCandaccessto sys-
tem resourcesis mediatedby the kernel. Securityexten-
sionsoftenrely on applicationmodificationsto arrangefor
appropriatesecurity labeling of systemobjects;however,
thelabelsthemselvesmustbemaintainedby thekerneland
accesscontrolchecksmustbeperformedby thekernel.

A varietyof approacheshavebeenexploredin extending
securityservicesin theoperatingsystemkernel. Selection
of anapproachhasdependedonavarietyof factors,includ-
ing accessto theoperatingsystemkernelsource,theability
tomakechangesto thatsourcein thevendorsourcetree,and
theextensionmechanismssupportedby thekernel.A num-

ber of securityextensionmethodsrely on the availability
of loadablekernelmodules,theability to dynamicallylink
new objectcodeto thekernel. As loadablekernelmodules
aresupportedby all majorUNIX operatingsystems,access
to this featureis a safeassumptionfor mostsecurityven-
dors.Loadablemodulesintroducetheir own securityrisks,
astheability to makerun-timechangesto kernelfunctional-
ity might leadto theability to introduceservicesnotantici-
pated(andhenceprotected)by thesecurityvendor, aswell
asthe ability to bypasssecurityprotectionsthroughdirect
modificationof controlflow or datastructuresin thekernel.

In this section,we explorecommonextensionstrategies
adoptedby securityextensionvendors.

3.1. Dir ectModification

Direct modificationof existing operatingsystemsource
codeis the pathmostoften taken by vendorsproducinga
“trusted” system.It is alsooneof the mosteffective solu-
tionsfor changingkernelaccesscontrolpolicies.Thisstrat-
egy either basesthe work on a snapshotof the operating
systemrelease,or integratesthechangesinto themain-line
developmenttree.Securityresearchersandcommercialse-
curity productdevelopersareableto understandandmodify
theoperatingsystematafinelevel,aswell asmakechanges
to any partof thesystemthatrequiresit.

This approachis often taken with commercialtrusted
systems:selectaparticularreleaseof asystemandapplylo-
calextensions.Thishasbeenperformedonmany operating
systemsby systemvendorsandthird partiesoncommercial
operatingsystems,aswell asin researchenvironments[17].

3.2. SystemCall Inter position

Systemcall interpositionmodifies the kernel’s system
call tableusinga loadablekernelmodule,insertingnew se-
curity protectionsbetweenthe applicationandkernel ser-
vice. With approach,researchersavoid changingexisting
sourcecode,insteadintroducingnew securitysemanticsby
limiting accessto kernelservicesusingwrappers.Modules
maintainauthorizationstructuresin parallelto thosemain-
tainedby the basekernelservices:prior to letting process
requestsreachthekernelitself, they performtheirownsecu-
rity checks,andcanlimit or redirectrequestsin thesystem
call wrapper. Onreturnfrom thesystemcall, wrappersmay
alsoenforcepost-conditionsandlog activities.

This strategy hasbeenappliedboth with and without
sourcecode,andcanbeusedto introducenew securityre-
strictionswith avendor-provideddistribution. Interposition
hasbeendemonstratedfor bothspecificpolicies[7], andas
amoregeneralframework for securitymodification[8].
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3.3. StackedFile Systems

File systemsstorepersistentdatafor both the operating
systemandapplications,andasaresultarecommontargets
for securityresearch.Securityresearchis just onepotential
target of file systemresearchrequiring extensibility: reli-
ability, namespacetransformationanddatatransformation
have all driven the developmentof stackablefile systems.
With this model,new servicesare“layered” over anexist-
ing file systemby by wrappingoperationson file system
objects. In a mannersimilar to systemcall interposition,
stackingpermitsrun-timebehavioral modificationof a file
systemunanticipatedby thefile systemauthor.

A variety of securityextensionshave beenrepresented
usingstacked file systems:filtering operationspermit ac-
cesscontrol, transform of credentials,etc. Namespace
transformscanlimit accessto objects,or securelypresent
objects. Data transformsmay also be usedto to provide
cryptographicprotections,presentingsecureaccessto ob-
jects,or limiting accessto compromisedobjects.

4. Limitations to Existing ExtensionModels

Thesemodelsall have substantiallimitations: someare
inherentto extendingcomplex systems,but othersareprop-
ertiesof theextensionmechanism.All assumeeithera lack
of interestin thesecurityextensionfrom theperspectiveof
theoriginal OSvendor, or a commitmentonly to a narrow
setof extensions.In this section,we describelimitationsto
theseapproachesthatmake themdifficult or inappropriate
to usein modernUNIX operatingsystems.

4.1. RequiredAccessto Kernel Source

You musthaveaccessto thesourcecodein orderto rely
on many methodsof introducingnew kernelaccesscontrol
policies. Unlike sometypesof operatingsystemextension
(device drivers, schedulers,file systems,network stacks),
thereis no well-definedAPI/ABI for extensionswith the
scopeof accesscontrol.Thesourceaccessrequirementlim-
its the ability to performresearch,raisescostsof develop-
ment, and requiresincreasedvendorinvolvement. It also
presentslimits in termsof long-termmaintenance:occa-
sionaldispersionsof sourceaccessarenotsufficientto track
architecturalchangesin theoperatingsystem,nor promote
rapidavailability of new revisionsof extensionsasnew ver-
sionsof theoperatingsystembecomeavailable.

Thesefactorscombineto make it almostimpossiblefor
non-vendorsto producetimely security extensionsif the
vendoris not intimately involved in the process.This dis-
couragesthird partiesfrom developingsecurityextensions
thatmightcompetewith thevendor’sown extensions.

4.2. Tracking Vendor SystemDevelopment

Operatingsystemsare inherentlymoving targets,even
oncea versionis released.A steadystreamof patches,ser-
vice packs,andhot fixes to problems(especiallysecurity
problems)meanthatsecurityextensionsrapidly fall out of
syncwith their target. This is especiallytroublesomefor
extensionmechanisms,suchas systemcall interposition,
which rely on a complete(and static) characterizationof
thesystem’sABI in orderto operateproperly.

Betweenofficial releases,activeoperatingsystemdevel-
opmentbranchesalsomove quickly; fundamentalassump-
tionsregardingsystembehavior changefrequently. Theim-
pactof thesechangesonsecurityextensionsis oftenpoorly
documented,but mayhaveasignificanteffectonhow secu-
rity extensionsare integratedinto the system,even if the
semanticsoffered to applicationschangelittle. Changes
may, for example,violate assumptionsregardinginforma-
tion flow and object locking. Other than in the areaof
specificallypublishedAPIs andstructures(suchasfor file
systemsor device drivers),securityextensionauthorscan
rely on little consistency betweenrevisions. In addition,if
a securityextensionrelieson direct changeto the operat-
ing systemsourcecode,theremay be literal sourcecode
conflictsin changesto codemodifiedby boththeoperating
systemvendorandsecurityextensionvendor.

Becauseof the significantchangebetweenreleases,or
evenbetweenservicepacks,any formal evaluationsof the
operatingsystemproductwith regardsto a particularsecu-
rity extensionfacessubstantialassurancechallenges.Secu-
rity vendorsmustmake a completeargumentfor assurance
not only concerningtheir own product,but alsoregarding
the operatingsystemvendor’s product,requiringhigh lev-
elsof additionalinvestmentfor only incrementaloperating
systemimprovements.Theburdenlies entirelywith these-
curity extensionvendorto determinethattheextensionwill
operatecorrectlyin thenew environment.

4.3. Raceswith Thr eadedApplications

Wrappingtechniques,suchassystemcall wrappingand
file systemstacking,areoftenvulnerableto attacksinvolv-
ing userparallelismvia sharedmemoryor threading. For
example: many securitypoliciesbasedon systemcall in-
terpositionrely on atomicallycheckingtheuserprocessar-
gumentswith the actualserviceperformedby the system
call. However, mostUNIX kernelimplementationspull in
UNIX pathnames“on demand”from useraddressspacein
responseto conditionalbehavior in thekernel.For asystem
call wrapperto make a securitydecisionbasedon the sys-
temcall arguments,it mustindependentlypull in theargu-
mentsfrom userspace.In multi-threadedor sharedmemory
environments,this canintroducea race,asthe userappli-

3



cation(perhapsexecutingon anotherCPU)canchangethe
argumentcheckedby thesystemcall wrapperfrom the ar-
gumentusedby theactualserviceimplementation.

An alternative employedby somesystemcall interposi-
tion policies is to copy systemcall argumentsandbypass
thesecondcopy performedby thekernel,re-implementing
much of the kernel service. This relies on accessto
the sourcecode for the original service,as well as gen-
erating duplicate code that must be maintained. Other
interposition-basedmoduleshave attemptedto addressthis
problemthroughpost-conditions,checkingthatthesecurity
constraintsof theapplicationhavenot beenviolatedduring
theactualsystemcall implementation.This cannotdefend
againstexploitation when systemcalls causeside effects
that cannotbe backed out or (in many cases)even moni-
tored by the systemcall wrapper. For example, it is not
possiblefor a systemcall wrapperto back out a network
communicationsoperationon after-the-fact discovery that
theapplicationhasexploiteda racecondition.Similar con-
straintsalsoapply to implementationsof audit employing
systemcall wrappers,wherethedataloggedmaybemanip-
ulatedseparatelyfrom thedatausedto performtheaccess.

4.4. Lock Order and Racesin Thr eadedKernels

Wrappingtechniques,suchasinterpositionandfile sys-
tem stacking,introducefundamentalproblemsin environ-
mentssupportingkernel parallelism: since the basesys-
tem is not modified, wrappersmust ensurethat appropri-
atesynchronizationprimitivesareusedto prevent time-of-
check,time-of-useraceswithin thekernelitself. In practice,
thiscanrequiresubstantialduplicationof work betweenthe
wrapperandthebasecomponent,aswell aspotentiallock
orderviolationsandlock recursion.For example,security
extensionsmayrely on labelson files to provideprotection
for thosefiles. To accessthe labels,the systemcall wrap-
permustperforma seriesof namespacelookupsto traverse
the file hierarchyto find the target of the operation.Once
thecheckis performed,thewrappermustreleaseall locks
onthefile andnamespaceor risk violating thekernel’s lock
orderwhentheserviceimplementationattemptsto perform
thelookupoperation.As locksarereleased,thenamespace
andprotectionson objectsmay change,resultingin a race
conditionbetweencheckanduse.Similar racesexist for all
objectssupportingfine-grainedlocking in thekernel: locks
releasedon target processesin signaloperationswill per-
mit thelabelon thoseprocessesto changebeforethekernel
performsits own lookup,locking,andprotection.

4.5. Interactions BetweenSecurity Extensions

Frequently, systemsaredeployedwith severalextension
securitypolicies.TypicaltrustedUNIX systemsareshipped

with the basicUNIX DiscretionaryAccessControl policy
(DAC), in additionto oneor moreMAC policies.For exam-
ple, PitBull andTrustedIRIX bothship with Biba-derived
integrity policiesfor TCB protection,aswell asMulti-Level
Securityto protectthe confidentialityof userdata. Like-
wise,hardeningpackagesareoftenappliedin concertonde-
ployed systems–vendor-provided securityextensionsmay
be combinedwith local extensions.Firewall vendorsfre-
quentlyrun FreeBSDsystemswith their own local security
policy variationsbasedon their specificrequirements,but
rely onvendorsecuritypoliciesfor base-lineprotection.

Security extensionsmay conflict in a variety of ways
whendeployedin parallel:

� Literal conflictsin sourcecodelocations:securityex-
tensionstendto modify the samesystemcomponents
in thesameplaces,resultingin a conflict: bothsetsof
modificationscannotbesimultaneouslyapplied.

� Securityextensionsmayalsohavefunctionalconflicts:
modelscanconflict andresult in an unusableor inse-
curesystem.Of particularconcernaresecurityexten-
sion that introducenew servicesor administrative in-
terfacesthatarenot managedby othersecurityexten-
sionslimiting accessto thoseinterfaces.

� Securityextensionsmay interactpoorly: someappli-
cationsfail “closed” very badlydueto lack of adapta-
tion. Interactionsbetweenmodelsmay generatenew
failuresthatcausefail-opensemantics[18].

Safecompositionof extensionsis particularlyimportant
in environmentswhereextensionsmay beusedto respond
to new threatsnot anticipatedat designtime. For example,
new securitylimits might be imposedto limit exploitation
of anewly discoveredapplicationvulnerability.

4.6. Costof Implementation

Oneof the mostimportantconcernsassociatedwith all
of theseextensionapproachesis their highcost:

� High level of complexity, increasingthe implementa-
tion cost,andreducingthechancesof correctness.

� Differententitiesoftenimplementthesameinfrastruc-
tureextensionsperformingredundantwork, minimiz-
ing softwarereuse,andresultingin addedcost.

� The“moving target” natureof thetargetoperatingsys-
tem leadsto a high maintenancecost,often requiring
completere-engineeringof successiveversions.

Thesehigh costsdiscouragesecurityextensiondevelop-
ment by third party vendorsand researchers,resulting in
pooradoptionof new (or evenold) securitytechnology.
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5. Kernel Framework Approach

The TrustedBSDMandatory Access Control (MAC)
Framework is designedto addresstheseproblemsin kernel
securitypolicy augmentation.As FreeBSDis opensource,
andtheFreeBSDProjectis willing to acceptsystemexten-
sionservices,weareableto adoptanapproachthatassumes
that the operatingsystemvendorunderstandsthe needfor
reliableandextensive augmentationfor thepurposesof se-
curity. Our primarydesignconcernswere:

Supporthigh levelsof correctnessin concurrentenviron-
ments.FreeBSDhasamulti-threadedSMPkernel,offering
a scheduleractivation-derivedthreadingto userprocesses.
Takeadvantageof theability to modify thekernelto provide
accesscontrol checkand label maintenanceopportunities
tightly integratedwith the existing locking environment,
avoiding racesinherentto many extensionapproaches.

Do not commit to a particular accesscontrol policy;
rather, provideaframework thatcansupportmany common
models.Oneneedonly inspectthebroadarrayof continu-
ing accesscontrolresearchandthevarietyof accesscontrol
productsto concludethat thereis no wide consensuson a
“one truepolicy” or even“one truepolicy language”.This
permitslocal determinationof tradeoffs betweensecurity,
performance,andusabilityduringdeployment.

Permit implementorsof policiesto make trade-offs be-
tweensecurityand performance;provide accessto tradi-
tionally costly security approacheswithout forcing these
costsontolessdemandingpolicies.

Permit independentlydevelopedpolicies to be inserted
in parallel,andprovide a predictable(deterministic)com-
positionof the services.This approachreflectsthe reality
that mostcommercialtrustedsystemsincludeat leasttwo
differentmandatoryaccesscontrolpolicies.

Augment existing kernel servicesto be aware of the
MAC Framework, but attempt to entirely encapsulate
policy-specificconcernsin policy modules.While theMAC
framework is derivedfrom therequirementsof specificpoli-
cies,avoid leakingof policy-specificdatarepresentationor
accesscontrolapproachesoutsideof thepolicy modules.

Attemptto capturecommonpolicy-agnosticelementsof
frequentlyusedaccesscontrol modelsandprovide access
to thoseservicesin theMAC framework, avoiding frequent
re-implementationfor eachsecurityextension.This reflects
therealitythatmany accesscontrolmodelsrely oncommon
services,such as labeling, which are complex and time-
consumingto implementandintegrate,presentingthe op-
portunityfor centralizingtheserviceto reducecosts.

Provide strongsupportfor securityextensionsshipped
with the baseoperatingsystemby the vendor, yet permit
third partiesto shipsecurityextensionsthatdropin without
theneedfor complicatedlocal modifications.

6. Kernel Framework Design

Figure 1. High-le vel view of the Framework

We adopta modularapproachthatpermitstheextension
of both thekernelanduserapplicationsto supportnew se-
curity models.This layeredapproachdistinguishesuserap-
plications,kernelservices,theMAC Framework, anda set
of modulesthatinterfacewith theframework.

Kernel: implementa modularframework providescom-
mon dependenciesfor policies (labeling), ability to aug-
ment “important” securitydecisions,compositionof mul-
tiple modulesin apredictablemanner.

User:permitpolicy-independentsecurity-awareapplica-
tions,not justpolicy-awareapplications,to interactwith the
system.Export informationfrom the framework to permit
policy monitoringandcommonadministrationelements.

6.1. MAC Interface to Kernel Services

The MAC Framework presentsa setof entry points to
selectedkernelservices,permittingthe servicesto provide
eventnotificationto theMAC framework,andproviding the
ability for theMAC Framework to maintainasecuritylabel
within kernelobjectsmaintainedby thekernelservices.

6.2. MAC Interface to Security Policies

The MAC Framework providesseveral interfacesto se-
curity policy implementations,includinginterfacesfor pol-
icy management,labelstorage,processlabelmanagement,
objectlife cycle,accesscontrol,andsystemlife cycle. Ex-
tensionsimplementarbitrarysubsetsof theavailableinter-
faces,allowing implementorsto selectthe eventsandser-
vicesthatarerelevantto a particularpolicy.
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6.3. MAC Interface to UserProcesses

TheMAC Framework providesuserAPIsthatreflectop-
erationscommonlyexportedby policies. TheseAPIs in-
cludeinterfacesto managepolicies loadedandenabledin
the kernel, and a flexible labeling API for retrieving and
settingsecuritypropertiesof relevantkernelobjects.

7. Kernel Framework Implementation

7.1. Componentsof the MAC Framework

TheTrustedBSDMAC Framework is split into anumber
of logicalcomponents:

� MAC Framework Interfacesfor KernelServices.The
interface usedby FreeBSDkernel servicesto com-
municate with the MAC Framework is defined in
sys/mac.h.This includestheAPIs for all entrypoints
from the kernelservices.In addition,sys/ label.hde-
finesstruct label, a datastructureusedto store
policy-agnosticlabeldatain kernelobjects.Thisstruc-
tureis embeddedinto many kernelservicestructures.

� Framework Kernel ServiceEntry Points. Modifica-
tions have been made to kernel servicesto invoke
MAC Framework entry points. Thesemodifications
affect object initialization, association/creation,and
destruction,aswell asin commonpathsrequiringac-
cesscontrolat high levels in thekernel. With layered
services,it is often necessaryto deferaccesscontrol
decisionsuntil enoughinformationis available.

� Framework Implementation. Entry point imple-
mentations,label primitives, policy registration,and
user/kernelAPIs arecentralizedin kern mac.c.

� Framework Interface for Policies. Interfacescom-
mon to the framework and policies and defined in
sys/macpolicy.h. Definitionsincludeentry point and
registration interfaces, as well as common access
methodsfor MAC Framework services.

� Policy Implementations. Eachpolicy is represented
by onekernelmodule,discouraginginter-dependency.
Typicalpoliciesareimplementedin asingleC file, but
complex policiesareimplementedovermany files.

� Interfacesto UserProcesses.Interfacesfor userpro-
cessesaredefinedin sys/mac.h,implementedin libc,
andmaybedynamicallylinkedinto any applications.

7.2. Framework Startup

The framework is initialized early in the boot process,
shortlyafterthekernelmemoryallocator, console,andlock-
ing primitives,but beforehigh level deviceprobingandany
kernelor userprocesseshavestarted.TheMAC Framework
initializesitself, registerspolicies,andsupportsotherkernel
servicesthatproviderelevantkernelobjects.

Initialization preparesvariousadministrative structures,
including the policy registration structuresand locking
primitives. Following initialization, early registration of
policiesis permitted:this appliesto any policy linked into
the kernel itself, or loadedby the boot loaderprior boot.
Early policies have the opportunity to ubiquitously label
devicesandkerneldatastructuresasthey areallocatedor
probed. After early policy registration,a variableis setto
indicatethatany policiesregisteredafterthatpoint will not
beableto ubiquitouslylabelkernelobjects.

Figure 2. Polic y lif e cycle

7.3. Policy Registration

Policies register with the MAC Framework to receive
events, reserve label space,and accessMAC Framework
services.Modulesaredistinguishedfrom policies: kernel
modulesmaycontainanumberof codeobjects,andmayen-
capsulatemultiplepolicies.Policiesregisterwith theframe-
work oncetheirmoduleshave loaded.Eachpolicy declares
anumberof properties,includingpolicy name,vendor, ver-
sion, label requirements,load-timeflags, and entry point
definitions.Theload-timeflagsindicatewhetheror not the
policy may be attachedafter boot, andwhetherit may be
unloaded.Policy registrationsareprotectedby abusycount
andlock; changesto the setof registeredpoliciesrequires
thatall in-progressentrypointscomplete,providing consis-
tentenforcementof policy duringregistrationchanges.

7.4. Entry Point Invocation,Composition

In almost all cases,invocationof a MAC Framework
entry point from a kernel serviceinvokesmatchingentry
pointsfor thesetof registeredpolicies.Policy entrypoints
aresplit into threecategoriesbasedon the wrappermacro
usedto invokethemandcomposetheresults:
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MAC PERFORM assumesthatapolicy entrypointhasno
returnvalue,andis usedto postaneventto interestedpoli-
cies. Eventsmay relatedto policy changes,label manage-
ment,policy management,or kernelobjectlife cycleevents.
No explicit returnvaluecompositionis required.
MAC CHECK implementsa call-out to anaccesscontrol

entrypoint,or anentrypoint supportingdetectionandclas-
sificationof failure modes. Unlike MAC PERFORM, it ac-
ceptsan errno return value from eachpolicy and com-
posestheresultsusingerror select, afunctionthaten-
codesanorderingof variousfailureclasses.
MAC BOOLEAN implementsa call-out to a decision

function,andcomposesthe returnvalueusingan arbitrary
booleanoperator. This is usedin a numberof specialcase
scenarioswherepoliciesaugmentanexistingkernelservice
decisionratherthanreturninganaccesscontrolresult.

7.5. AccessControl Entry Points

Entry pointsarescatteredthroughoutthekernel,includ-
ing processmanagement,file systems,IPC,andthenetwork
stack.In general,accesscontrolentrypointsfollow a sim-
ilar form, acceptingthe accesscontrol context (requesting
credential,target object(s),andother relevant arguments),
and invoking the entry point for eachpolicy, returning0
for successor a failurevalue. Resultsfrom invoking entry
points for eachregisteredpolicy arearecomposedby the
framework usinga simplecompositionpolicy. Thecompo-
sitionrequiresall policiesto acceptacheckfor it to succeed,
andselectsoneof theerrorsbasedonprecedenceif acheck
fails.

Figure 3. Polic y composition

7.6. Label Management

A numberof accesscontrolpoliciesrely on securityla-
belsmaintainedonobjectsfor thepurposeof performingac-
cesscontroldecisions.For policiessuchasMLS andBiba,

labelsare provided explicitly by the administratoror de-
rivedfrom therun-timeenvironment.Their labelsstoresen-
sitivity of integrity informationabouta kernelobject,using
this information during decision-making. For other poli-
cies,labelsmight consistof datatypes,rule sets,or a other
information. The framework supportslabeling for several
classesof security-relevantkernelobjects,includingseveral
file systems,processes,andnetwork stackkernelelements.

Structure Description

structucred Processcredential
structvnode VFS node
structsocket BSDIPC socket
structpipe IPC pipe
structmbuf In-flight datagram
structmount File systemmount
structifnet Network interface
structdevfs dirent Devfs entry
structipq IP fragmentqueue
structbpf desc BPFpacketsniff device

Figure 4. Labeled objects

Figure 5. Object label semantics

Eachstructureholdsoneor moreinstancesof a policy-
agnosticlabelstructurefor per-policy data.Thisstructureis
intendedto provide maximumsemanticflexibility for poli-
ciesto implementdesiredbehavior: eachpolicy reserving
labelstateis allocateda slot in thelabelstructure,andeach
slot holdseitheravoid pointerandaninteger. Policiesmay
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implementper-label storage,reference-countedstorage,or
staticallyallocatedstorage.Kernelobjectsarepooledby the
kernelslaballocatorso that expensive memoryallocation
costscan be amortized. Labelsare initialized, allocated,
anddestroyedalongwith theirobject:

Label initialization occurswhenthe datastructurefor a
kernel object is initialized, permitting policies to allocate
and initialize memory for the object. The kernel distin-
guishestwo typesof objectallocation:wherethecallerper-
mits blocking, andwherethe caller cannottolerateblock-
ing; for example,blockingwhile holdingsensitive locks is
discouraged.This semanticis presentfor labelsalso: most
labelinitialization is permittedto block,but for specificob-
jectsthecallercanrequesta failureoverblocking.

Labelassociationor creationoccurswhenaninitialized
kernelstructureis associatedwith an actualkernelobject,
suchasafile or process.Associationrefersto thebindingof
akernelobjectstructureto anexistingexternalor persistent
objectthatalreadyhaslabelingdatapresentin anexternal-
ized form. Associationtypically occurswhena persistent
objectis faultedin andits label internalized;for example,
an existing file on disk. Creationrefersto the binding of
a kernelobjectstructureto an entirely new instanceof an
object. In this context, a specificsubjectlabel is available
for thepurposesof calculatinga freshlabelfor thenew ob-
ject. Memory allocationby policies is discouragedunder
eithercircumstance,as locks areoften held during object
creation,making extendedblocking for memoryundesir-
able. Instead,policiesshouldallocateall memoryrequired
during label or policy initialization. Associationandcre-
ation may be permittedto fail undersomecircumstances:
for example,aninvalid labelin apersistentlabelstore,or in-
sufficient resourcesto createpersistentlabelstorefor anew
object;whenthis happens,theobjectcreationalsofails.

Label destructionoccurswhenkernelobjectis released
by the kernel serviceimplementingit. The MAC Frame-
work is given the opportunityto releasestoragefor the la-
bel, permittingpoliciesto freeany allocatedstorageor ref-
erencesassociatedwith that label. This might reflect the
destructionof an actualobject,or simply the recycling of
thein-memorystoragefor apersistentobject.

7.7. Per-Object Behavior

While all kernelobjectswith MAC labelshave similar
initialization and destructionentry points, labelsare han-
dleddifferentlyacrossobjectclassesin a severalways,in-
cludingcreation,object-specificlife cycle events,andlabel
handlingprocedures(suchaslocking).

Associationandcreationeventsdependon theavailabil-
ity of context, andvarynotonly by objectclass,but alsofor
specificinstancesof thoseobjects.For example,file system
vnodesarehandledin a mannerspecificto thefile system,

basedon whetheror not thefile systemsupportsindividual
labelsfor individualvnodes.

As with all kernel object elements,MAC Framework-
maintainedlabelsmustbeprotectedagainstunsynchronized
parallelaccessby meansof locking primitivesandaccess
protocols. In general,the MAC Framework relies on na-
tive locking protectionfor objectsto protectthe labelson
thoseobjects. For example,vnodelabelsareprotectedby
thevnodelock, whereasmbuf labelsareprotectedby virtue
of consistentserializedaccessby referenceholders.

7.8. Credentials

Processcredentialstructuresstoresidentity andautho-
rization information associatedwith the UNIX security
model. With the introductionof the MAC Framework, a
label field is introduced. As with other datafields in the
credential,the label field is protectedby an “immutable
onceshared”policy–the credentiallabel may be changed
only while onereferenceexists, suchasimmediatelyafter
creation. All credentialsarederived from eitherprocess0
(the parentof all kernelprocesses),or process1 (the par-
ent of all userprocesses).Processeshave a primary cre-
dential pointer, protectedby the processlock; individual
threadsmayhaveadditionalthread-localcredentialpointers
thataresynchronizedto theprocesscredentialpointervalue
on entry to thekernel. This providescredentiallabelswith
thesameconsistency propertiesasothercredentialdatain a
threadedenvironment,andensuresthatcredentialusedby a
threadis consistentfor thedurationof a systemcall.

7.9. VFS Objects

A variety of VFS objectsare supportedby the MAC
Framework, including the file systemmountpoint,vnodes
representingobjectsinsidethefile system,anddevfs proto-
typestructureswhich representsystemdevicesexposedvia
/dev. Mountedfile systemsaremarked eithersingle-label
or multi-label. Single-labelfile systemsarepresumednot
to have a sourceof per-vnodelabelingdata,andthe labels
for all vnodesarederivedfrom thefile systemmountpoint
by theframework. Labelson single-labelfile systemsmay
notbemodified.For multi-labelfile systems,thefile system
is responsiblefor implementinga sourceof labelsandper-
forming associationandcreationoperationsto ensurethat
labelsarealwaysproperlydefinedfor file systemobjects.

TheMAC Framework providesa centralizedimplemen-
tation of extendedattribute basedlabel storagethat file
systemssupportingextendedattributes(suchasUFS1and
UFS2)mayemploy to labelobjects.For devfs specialhan-
dling is provided by the framework to permit policies to
maintainlabelingdatafor systemdevicesexplicitly aspart
of their configuration. In a mannersimilar to association
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andcreationentrypoints,the MAC Framework alsorelies
on a per-file systemimplementationof VOP SETLABEL,
which pushesa labelchangeto thevnode’spersistentlabel
store,andthenupdatesthevnodelabelif successful.

Vnode labels are protectedby the vnode reader/write
lock, which is generallyalreadyheld where consistency
is required for enforcement. The framework relies on
the compoundwrite functionality for UFS2’s extendedat-
tributes,combinedwith thesoftupdatesconsistency model,
to ensureconsistency propertiesof on-disklabels.

7.10. Sockets

Socketsarethe basicIPC primitive associatedwith the
BSD IPC model. They representtwo different object
classes:acommunicationsendpoint,andacommunications
rendezvous. Eachsocket hastwo labels,an objectaccess
control label, and a cachedcopy of the remoteendpoint
(peer) label. Sockets largely derive their labels from the
processesthatcreatethem.For acceptedsocketsassociated
with incomingconnections,the socket objectlabel is typi-
cally derivedfrom the listensocket from which it wascre-
ated. Peerlabelsaresetwhenthe first incomingdatagram
is receivedon network streamsockets,or from the remote
socketendpointon localUNIX domainsockets.

7.11. Mbufs

Mbufs representdatagrams“in flight” in the network
stack. Mbufs area dataallocationstructurethat hasbeen
designedspecifically for the operationsfound in network
stacks (headerprepend, iteration through data). Some
mbufsstorepacketheaderdata,includesinformationonthe
packetcarriedby thembuf or mbuf chain.TheTrustedBSD
MAC Framework storeslabel datain the optional packet
header, which avoids unnecessarylabel storagewhile pro-
viding labelingopportunitiesfor all relevantpackets.Mbuf
labelsaretypically derivedfrom their originatingsocket or
network interface,or from anothermbuf.

7.12. Network Interfaces

Network interfacesrepresentsourcesof non-localpack-
ets,aswell asa routingdestinationfor local andnon-local
packets. An interfacemight be a physicalEthernetinter-
face,avirtual interfacesuchasaPPPconnectionor VLAN,
or it may representa communicationstunnelendpoint.As
with sockets,a label is presentin the structureto provide
labeling information for packetssourcedby the interface,
aswell asto performaccesscontrolfor packetsdestinedfor
the interface. Interfacelabelsaredeterminedwhenthe in-
terfaceis discovered,eitherasa resultof a hardwareprobe,
or anadministrativeactionin thecaseof virtual interfaces.

7.13. Application Interfaces

The TrustedBSDMAC Framework provides a variety
of policy-agnosticinterfacesfor applicationsthatarelabel-
awareor policy-aware.Thebasicapplicationinterfacesare
availablevia the standardC library. Interfacesexist to re-
trieve andsetlabelson file systemobjects(vnodes),sock-
ets,pipes,andnetwork interfaces.Above the library API,
labelsarehandledby applicationsasstrings,which maybe
opaquelyreadfrom or written to files,or throughdirect in-
teractionwith theuser. Thestringrepresentationof the la-
bel reflectstheflexible natureof thelabelinginfrastructure:
policiesclaim ownershipof elementsof thelabelby name,
internalizingand externalizing the string componentsfor
useinsidethekernel.TheMAC Framework itself is aware
only of theelementnamesanddatastrings,not theseman-
tics associatedwith the strings. A typical label managed
by a userapplicationmight like likebiba/low,mls/10
representinga label consistingof two elements:a low in-
tegrity biba label, and an MLS label of sensitivity “10”.
Applicationsmay addressall of the elementsavailableon
anobject,or any subset.

8. Kernel Policy Module Design

TrustedBSDMAC policiesareencapsulatedin loadable
kernelmodules.At theoptionof thedeveloperor adminis-
trator, apolicy modulemaybelinkedto thekernelatbuild-
time, loadedprior to kernelstartat boot-time,or loadedat
run-time. Policy modulesarepermittedto definea setof
propertiesthatdeterminewhichof thesetimesareappropri-
atebasedon thenatureof thepolicy. Somepoliciesrequire
ubiquitousaccessto all systemobjects;for lockingreasons,
this accesscanonly beguaranteedif themoduleis present
from inception,preventingrun-timeloadingof themodule
withouta reboot.Otherpoliciesmaybeloadedatany time.
Policy modulestypically follow a commonstructure:

They containadescriptionstructurespecifyingtheload-
time flags, nameand label information,and referencesto
otherpolicy structures.The structureis processedby the
MAC Framework whenthepolicy is initialized.

They containa mappingof policy entry points to the
functionsthatimplementthem.Policiesmayimplementan
arbitrarysubsetof theentrypoints;developersmayprovide
a function for eachentry point, or implemententry points
with identicalprototypesusingthesamefunction.

They oftendefineanumberof administrativetogglesde-
terminingaspectsof their behavior. Togglesmight config-
uredebugging,or beusedto configurepolicy rules.

They typically isolate label managementfrom the im-
plementationof their policy, relying on a set of common
accesscontrol primitives to implementmost entry points.
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Policy Description

macbiba Hierarchalfixed-labelintegrity
macbsdextended “File systemfirewall” using

existingcredentials/permissions
mac ifof f Interfacesilencing
mac lomac Hierarchalfloating-labelintegrity
macmls Multi-Level Securitywith

compartments
macnone Prototypestubpolicy
macpartition Inter-processvisibility policy

basedon processpartitionlabels
macseeotheruids Inter-processvisibility policy

basedon existingcredentials
mac test MAC Framework invarianttests
sebsd Portof theSELinux/FLASK/TE

Figure 6. Table of sample policies

Accesscontrollogic is usuallycentrallylocatedin themod-
ulesourcefiles to make it easierto understandandmodify.

9. Kernel Policy Module Implementations

FreeBSD5.0 includesa numberof kernelmodulesthat
provide a diverseset of kernel accesscontrol extensions.
Extensionsare also available from third parties. For the
purposesof exploring the functionalityof the TrustedBSD
MAC Framework, we considermacbiba, an implementa-
tion of thewidely usedfixed-labelBiba integrity policy.

9.1. TrustedBSDBiba Policy

TheBibaintegrity policy implementsastrictinformation
flow policy limiting the impactof lower integrity subjects
andobjectson higherintegrity subjectsandobjects[1]. In
general,high integrity subjectsareallowedto write but not
readlower integrity objects,andlow integrity subjectsare
allowed to readbut not write high integrity objects. Biba
relieson ubiquitouslabelingof all systemobjects,andde-
terminesaccesscontrol resultswith a dominanceoperator
over label pairs. The policy hasbeenfrequentlydeployed
in trustedsystemsto protecttheTrustedCodeBase(TCB).

TheTrustedBSDBibapolicy moduleimplementsahier-
archalandcompartmental,fixed-labelmandatoryintegrity
policy. Subjectlabelscontainaneffective labelelement,as
well asa rangeof availableelements.Objectsin thesystem
arelabeledonly with a singleelement.Whena label is ini-
tializedby theframework,memoryisallocatedtostoreBiba
elements.Whenobjectsor subjectsarecreated,label val-
uesareinheritedfrom theparentsubject.Whenobjectsare
loadedfrom persistentor externalstore,labelsareassigned

basedon theof thestoragemedium.Labelson systemob-
jects, suchasnetwork interfaces,are derived from kernel
tunables,but mayalsobemanagedusingusertools.

This policy usescentralaccesscontrol logic. Thedomi-
natefunctioncomparestwo Biba elementswith respectsto
their types,grades,andcompartmentsto determinetheir re-
lationship.Entry pointscategorizeaccesschecksregarding
informationflow from thesubjectto theobject,or objectto
thesubject,andtheninvokedominancetests.

Theregistrationflagsindicateto theframework that the
policy mustnotbeloadedlate(i.e.,afterkernelobjectshave
beenallocated),andthat the policy may not be unloaded,
preventingthe Biba policy from being removed onceit is
attached. The Biba policy provides a pointer to its label
slot information, requestingthat the framework allocatea
labelslot for useby thepolicy, which may laterbeusedto
dereferencepolicy-agnosticlabelspassedvia entrypoints.

TheTrustedBSDMAC Framework successfullyisolates
the details of the policy implementationfrom the kernel
services,but alsoisolatesthe detailsof the kernelservices
from the policy implementation,reducingthe risks of mi-
nor changesin onesubsystemrequiringgratuitouschanges
in theother. TheMAC Framework supportstheBibapolicy
throughageneralizedlabelmanagementservice,permitting
thepolicy implementorto focuson thedetailsof thepolicy
applicationratherthanthemechanismof instrumentingthe
kernelto supportthepolicy’sinstrumentationrequirements.

10. UserApplication Approach

For the purposesof the MAC Framework, applications
maybesub-dividedinto threecategories:

Applications that are not aware of any non-UNIX ac-
cesscontrol policies. From the perspective of this class
of applications,no specificadaptationis required. Appli-
cationsmay becomeaware of the MAC Framework as a
resultof new behavior in thesystem(mostfrequently, new
failures),but this is purely a propertyof the policies reg-
isteredwith the framework andcurrentlyactive. As with
all securityextensionmechanisms,policy authorsmustbe
carefulto avoid unanticipatedconsequencesof systembe-
havior changes.For example,policy authorsmustconsider
thepotentialimpactof causinga systemcall to fail, where
normallyit wouldsucceedunconditionally. A numberof se-
curity vulnerabilitieshave beenpresentin shippedsystems
whereapplicationexpectationsfor systembehavior werevi-
olatedastheresultof a “securityimprovements”[18].

Applicationsthatareawareof theMAC Framework, but
unawareof specificpolicies. Theseapplicationsare typi-
cally systemapplicationsthatareeitherusedto monitorand
set object labels,or interactwith usercredentials. These
programstreat labelsin an abstract,policy-agnosticman-
ner. Theuserlandframework relieson a configurationfile,
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/etc/mac.conf,to determineadministrator-defineddefaults
for labelsto queryandlist onfiles,interfaces,andprocesses
using the existing ls, ifconfig, andps programs. In
additionto thesebasicUNIX tools,thelogin andcredential
managementlibrariesalsohandlelabelsatanabstractlevel,
permittingthemto setprocessandtty labelsat login based
onuserlogin classentries.

Applicationsthatareawareof a specificsetof policies.
Dependingon thenatureof the theapplication,developers
may chooseto usethe policy-agnosticinterfacesprovided
by the MAC Framework, or new policy-specificinterfaces
exportedspecificallyby the policy. For example,applica-
tions that are aware of the semanticsof MLS labelsmay
perform labelingoperationsinvolving only MLS label el-
ementsusing policy-agnosticlabeling interfaces. On the
otherhand,the mac bsdextendedpolicy moduleexportsa
rule list via thekernelsysctlmanagementinterface.

11. RelatedWork

As describedin the Backgroundsection,operatingsys-
tem accesscontrol researchandcommercialdevelopment
have long histories.Therehasbeenextensive researchinto
accesscontrolpolicy, theimplementationof accesscontrol
extensions,andtheimpactof accesscontrolchangeson the
systemand applications. Work relatedto flexible access
controlextensionenvironmentsincludes:

GenericSoftware Wrapperspermit run-time extension
of the kernelsecurityenvironmentusingsystemcall inter-
position. The implementationincludesa portablecross-
platform wrapperspecificationlanguage,as well as tools
for distributedmanagement[8].

Security-EnhancedLinux is anadaptationof theFLASK
accesscontrol framework with MLS, RBAC, andTE poli-
ciesto the Linux operatingsystem.FLASK providespol-
icy implementationswith a high level abstractionof object
labels(referencedby SecurityIdentifiers),objectmethods,
andan AccessVectorCachewhich improvesperformance
by cachingsecuritydecisionsfrom apolicy engine[9] [19].
Recentversionsof SELinuxhavereliedonLSM to attachto
theLinux kernel. The TrustedBSDProjectincludesa task
to produceaprototypeportof theSELinuxFLASK/TE en-
vironmentto FreeBSDusingtheMAC Framework.

Rule-SetBasedAccessControl (RSBAC) provides an
extensible security environment for the Linux operating
system,includinga varietyof policy modules[12].

Linux SecurityModules(LSM) is a securityextension
framework for theLinux operatingsystemproviding ahook
framework to permit new securitymodulesto instrument
partsof thekernel. This framework provideslow level ac-
cessto kerneloperations,aswell asvoid pointersthatmay
beusedby a singlesecuritymoduleto storedatain kernel
objects.Recentwork hasfocusedon integratingtheframe-

work into the baseLinux kernel,andtherehasbeensome
investigationof stackingmodulesto composepolicies[20].

In prior TrustedBSDwork, a variety of securityexten-
sions, including many of the securitypolicies now avail-
ablevia theMAC Framework, wereimplementedvia direct
modificationof theoperatingsystemkernel[15] [16].

12. Future Dir ections

The TrustedBSDMAC Framework opensup many op-
portunitiesfor futureresearchanddevelopment,relatingto
new servicesandcapabilitiesmadepossibleby the frame-
work, andfor expandingthescopeof theframework. Addi-
tional studyanddevelopmentof thecurrentsystemshould
involve performanceanalysisandoptimization,which will
play animportantrole in possibleadoptionof this technol-
ogy. Currentwork hasfocusedpurely on accesscontrol;
auditof securityeventscouldbean importantfuturecapa-
bility.

Onepossibleresearchdirectionmovesbeyond the “re-
strictive” modeltaken in the MAC Framework. Currently,
policiesact in concertto restrictaccessto systemservices;
exploring moreflexible compositionmethodswould open
the door for a broaderrangeof policy interactions.In ad-
dition, this might permit the UNIX securitypolicy to be
placedin policy modulesitself, allowing existing security
servicesto be removed and replaced. Another direction
for future work involvesexpandingthe capabilitiesof the
framework to supportlive policy replacement:ratherthan
releasinglabel dataon the unloadof a policy, permit the
atomic replacementof a policy so that the capabilitiesof
thepolicy canbeupgradedor modified.

The MAC Framework opensthe opportunity for dy-
namic OS policy changein responseto environmental
change. Currently, loading and modification of policies
is administrator-driven, but the framework could support
an automatedresponsecapabilitypermittingthe systemto
adaptto new requirementsor vulnerabilities.

Finally, additional researchmust be performedin the
areaof long-termmaintenanceandassurancepropertiesof
flexible accesscontrol approaches.As the MAC Frame-
work providesasetof interfaceguaranteesrelativeto policy
implementations,the taskof assuranceis now split differ-
ently betweenthe operatingsystemandsecurityextension
providers. We argue that the MAC Framework approach
will easethe burdenof in maintainingsecurityextensions:
it mayalsolower theburdenfor assuranceactivities.

13. Getting the Software

At thetime of thewriting of this paper, theTrustedBSD
MAC Framework is underfinal developmentandinitial de-
ploymentfor thereleaseof FreeBSD5.0. TheTrustedBSD
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MAC Framework, as well as a numberof samplepolicy
modules,will be presentin the FreeBSD5.0 distribution.
Thissoftwaremaybedownloadedfrom:
http://www.FreeBSD.org/
The MAC Framework is distributedundera two-clause

Berkeley-style open sourcelicense,permitting unlimited
non-profitor for-profit reusein bothopensourceandclosed
sourceproducts. Additional information on the Trust-
edBSDProjectmaybefoundat:
http://www.TrustedBSD.org/

14. Conclusion

The TrustedBSDMAC Framework provides a flexible
mechanismfor compile-time,boot-time,andrun-timeaug-
mentationof the FreeBSDkernelaccesscontrol policy. It
supportspoliciesin a varietyof ways,includinginstrumen-
tationof importantkernelaccesscontroldecisions,central-
ized labeling support,and policy composition. Through
tight kernelintegration,the framework permitssafeopera-
tion in highly parallelandthreadedkernelanduserenviron-
ments.By avoidinga commitmentto a specificaccesscon-
trol policy, this approachpermitstheoperatingsystemven-
dor, third party distributors,and local systemmaintainers
to independentlyaugmentthe accesscontrol environment
in responseto local andglobal securityrequirements.By
permittingdynamicrun-timechangesin the securityenvi-
ronment,systemsequippedwith theMAC Framework can
beusedasthebasisfor moreeffectivefutureoperatingsys-
temsecurityresearchanddevelopment.
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